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A TR FESE ~ BURFSBREITZE A B0 5 - (HERHEE ~ JRE - FIfjE =
Il ] i R PR R KT SRR » (EINES LR LR T RERE -

TEAER ) B FEARMCR BRI R A+ AR B PR R
A ML AT - AR B — e ER s s & w3 2 H
#X A (any information relating to an identified or identifiable individual ) 2 » E[I
FAEIFSAL CRAERE ] -

DURBIB T HTHYIE —H- A SEBEHRE CataT 2 #7 B SR ) - AR -
FEHHTREROAT A — K FIM (secondaryuse) ~ FEFI (reuse) *» fE54A
ZORHEE (dataset) ZEHY ~ HEATHIFSRIEE o MEAEE FEA A R R IR aa SR H
B FIH - R EE AR ORGEE (TR TE& L ) & T BEIRREIE A

(principle of purpose limitation ) FFfE%€ < {ELRFEMARSRLELE FIA B
RS - ATIEE S - To— KRB - vz —* - BIRHE &L Ry
#A{t (de-identification) -~ EE#4{L. (anonymization) &R AN BEASHE

1 Arvind Narayanan & Vitaly Shmatikov, Privacy and Security: Myths and Fallacies of

“Personally Identifiable Information”, 53 COMM. OF THE ACM 24, 24 (2010).

https://www.cs.utexas.edu/~shmat/shmat_cacm10.pdf (last visited Apr. 14, 2022).

Omer Tene, Privacy Law's Midlife Crisis: A Critical Assessment of the Second Wave of

Global Privacy Laws, 74 OHI0 ST. L.J. 1217, 1239 (2013).
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Sophie Stalla-Bourdillon & Alison Knight, Anonymous Data v. Personal Data-A False

Debate: An EU Perspective on Anonymization, Pseudonymization and Personal Data,

34 Wis. INT'L L.J. 284, 285 (2016).
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IDENTIFICATION OF PERSONAL INFORMATION 2 (2015),
http://nvlpubs.nist.gov/nistpubs/ir/2015/NIST.IR.8053.pdf (last visited Nov.30, 2022).
HE o HRASURAN GRERE - 77 T RBUBR > AR E R THEI XS Niw
EHANLEREAEER NE R LR A EREES RN LR - AR R
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te T ZHFEREE AR AR ) MR E S - JFR - A7
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Mike Hintze, Science and Privacy: Data Protection Laws and Their Impact on Research,
14 WASH. J. L. TECH. & ARTs 103, 114 (2019); EREIIINFERLER: (California Privacy
Rights Act of 2020 )~ #t 25 e nn ) NYE B 5 B R a1 Consumer Data Protection Act )~
BIEER 2% NS FL1E (Colorado Privacy Act) K #fi—iEZ B¢ (Uniform Law
Commission ) FiiE g —(E A & RHFEE1E (Uniform Personal Data Protection Act »
THEUPDPA) IH5E - (HEAR & E#BHILER -
Jane Yakowitz, Tragedy of the Data Commons, 25 HARv. J. L. & TEecH. 1, 67 (2011);
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identify ) ~ KBt (deanonymization) HIEEE - =AML ~ BEALE RS
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1~ BERLER R B R A S0 » IERE ARSI -

o —IRERS B A (H A ZOR A AT IO personally identifiable
information » PIl) #E& A BB — oL x4 (lapis philosophorum) ~
EEP K2 BB ALESR " #EHERR (removing) BifEdk (modify ) PII >
BITRTRs & U E & oA S A GG - A0l AT R el - 2R 15 RE RS

Hyperconnected Town, 41 FORDHAM URB. L.J. 1581, 1613 (2014).
THE DHHS OFFICE for CiviL RIGHTS (OCR), GUIDANCE REGARDING METHODS foR DE-
IDENTIFICATION OF PROTECTED HEALTH INFORMATION IN ACCORDANCE WITH THE
HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT (HIPAA) PRIVACY RULE
5, https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-
identification/index.html#standard (last visited Apr. 14, 2022); Jules Polonetsky, Omer
Tene & Kelsey Finch, Shades of Gray: Seeing the Full Spectrum of Practical Data De-
Identification, 56 SANTA CLARA L. Rev. 593, 594 (2016).
President’s Council of Advisors on Science and Technology (PCAST) (May 2014), Big
Data and Privacy: A Technological Perspective 38-39,
https://obamawhitehouse.archives.gov/sites/default/files/microsites/ostp/PCAST/pcast_
big_data_and_privacy_-_may_2014.pdf (last visited Apr. 14, 2023); C. Christine Porter,
De-identified Data and Third Party Data Mining: The Risk of Re-identification of
Personal Information, 5 SHIDLER J. L. Com. & TECH. 3 (2008).
10 Elizabeth A. Brasher, Addressing the Failure of Anonymization: Guidance from the
European Union's General Data Protection Regulation, 2018 CoLuM. Bus. L. Rev. 209,
231-32 (2018).
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11 Narayanan & Shmatikov, supra note 1, at 10.
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N EARBUR B RS A PR LR SRS DU - BRI TE R
FESEBEIRY - ARG ERESGE B R BSeR T ELA - A 1t B ST
Fe > D

A& nER I E AR LR ~ Bl ~ RS - 5 T fR
RS (AR R - DADGRRRMRE T - MERRLAR A se e e hiiam E /e
AFUBCARE L ESELE « BB BAS A TR MR T RESZ R AL - ik rT 3
PERIAT eI AR R R - BRI RASAMEE - REFAMLRY - R

13 pign > sepiERE AL (Arthur P Wolf) 19604 - ST 22 H AR L
B3 L E R ek » ST BRI A BRI IERL - BEERE R - 2R tig
5 MESE T 25 A B2 52 Edward Westermarckit) " ik s 3G | (sexual aversion) :
Er AR /N RIAE - RRR B N ey B ok AR - Hgk o se R AT E T H
JERFEAE 37 | &RHE (https://www.rchss.sinica.edu.tw/popu/index.php [ 51
B H - 11/30/2022] ) - EAEEEAMEERT - skl DUCHE 230 LR (R
i5) AE - RS - HEE RGN - 2EHRER (11/30/2022) - ( fEHH=E
FE s bRy N BB ) OHE bW BT R A O SR E D
https://talk.ltn.com.tw/article/breakingnews/4140215 ( i % Bl & H
11/30/2022) -

IRA RUBINSTEIN, BRUSSELS PRIVACY SYMPOSIUM ON IDENTIFIABILITY: POLICY AND
PRACTICAL SOLUTIONS FOR ANONYMISATION AND PSEUDONYMISATION: FRAMING THE
DISCUSSION 2, https://fpf.org/wp-content/uploads/2016/11/Rubinstein_framing-
paper.pdf (last visited Apr. 14, 2022).

15 Brasher, supra note 10, at 217.

16 Tene, supra note 2, at 1239.

17 GARFINKEL, supra note 5, at 1.
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HEEERS  ARTERREREE - LH - A EEHEC HrR
HFE RIS - B DUETRE ~ e /TN AI S5 EE R > ML=
BRI ERY -

E#nlt (E#Mk) ERERMEZ (ex-personal data) -+ FAHEFEEHE R}
BEHERIHE A - JEEE (AIRMEEASSERG L) RN EEE - RS R
NBARIERE » FREE S PTASATA BRI TR - A R B s e e & IR
JESE A BRBTTRE S - Bilgh b - R L& R ATANIE A BRI & R A BRI FEF]
M AEMIMEAFEEE? » EFiUbERHE L R AT - ] DI H A i
KA A E - ZOmBETHE - KA - BT - B 2R
B I -

8 TEE ) EHHE TESL ) EE RN i o b $PE T
& B WER YRS HEALENE (reasonablenesstest) - i E(HGDPR Recital 26
BUE - T RAIBTRE— AR TR - SIS R ST A H A A T
HEBHE (reasonably likely) FHLUE S0 (AIBkE) FEARANZFT
BT I T AE TR LA B ) R A A E N s I T IR
TRARRHE T EALRIRE S ES5E M - B ST R GBI TRE - 4
JEAR AR ECBIRIRERE ~ BEHIELA T - A RERA] - AIANRT LBAEEER 5 KL -
eI PTRES BUAN B LR BT B 57 A A Ao ML R - B R SRR Rl i &
B a\pmrME - G R AROESE (L) mAEEREE - SRR
FEHYHR » BN DAAS R Ry A 22 TR Aa SR AR RSN R - FERA
NEw = (Z)z22 (L) ZA-hiz— (—) Z3 - fhix— (=) Z1§t -
Hintze, supra note 6, at 114.

20 THE INFORMATION COMMISSIONER'S OFFICE (ICO), ANONYMISATION: MANAGING DATA
PROTECTION RIsK, CoDE OF PrRACTICE 8 (2012),
https://ico.org.uk/media/1061/anonymisation-code.pdf (last visited Apr. 14, 2022).
RUBINSTEIN, supra note 14, at 2.

22 Frederik Zuiderveen Borgesius, Jonathan Gray & Mireille van Eechoud, Open Data,
Privacy, and Fair Information Principles: Towards a Balancing Framework, 30
BERKELEY TECH. L.J. 2073, 2130 (2015).

RUBINSTEIN, supra note 14, at 2.
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(TS 6 foRER 1 JEEE 4 3%~ 58 16 {30 5 K™ ~ 55 20 5 1 X628 5 ) Bl

it oW | FT OBNT B o EOE W N & & )
https://health.ltn.com.tw/article/breakingnews/4127698 ( fx{4&I%E H : 11/30/2022) -

%5 KHALED EL EMAM & LUK ARBUCKLE, ANONYMIZING HEALTH DATA 3 (2013).

% Theodore Rostow, What Happens When an Acquaintance Buys Your Data?: A New
Privacy Harm in the Age of Data Brokers, 34 YALE J. ON REG. 667, 688-89 (2017).

27 GARFINKEL, supra note 5, at 4-5.

28 RUBINSTEIN, supra note 14, at 2.

2 (R LEEOMREE LIEEEARK - T BRI » B  BEIR ~ PRAETE - ERERRE AL TERT
FBHZAEAERL - MG ~ IREEAIA - BE TYINE—F » NERR ...
VY ~ ANEEHERR BRI SR R R BT ~ /R BIUTRTEN < HRY - Tuifia T aiE i
WHSEIA L - HERHGER 2 (5 PR B 1R e R E R Ha 88 7 MR Vs o
CEHEA B M2 IRERRELLIEE A F A 13RI 3058 —IH SRR
EH B A (BE308598 ) AT Rak LAt - AR IRET - BIEORER
FEEFANCBEBLRIRT &3 B EDK - MITSSELE ~ BRHEEAH - DIMERIZ T 5
] FERA I —2 () 22 (2) ZABRTT -
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E TR M R % e R K e T U R R e E R
Ao Al Ry rta e e @ HR AN A - B — R ERFERI AT (General
Data Protection Regulation - % GDPR) HijS5 26 B ( Tf# Recital 26) 5
tti » GDPR NE MR EALEF (anonymous information) » #ATEH
L& B (RFEERHETEAE BT ) % « ERFEERINE R LN
BRI SR B > Horh o ORI T R B B 9k (The Health
Insurance Portability and Accountability Act - g HIPAA ) 3E » Z{x#E
FEZ KL (protected health information » PHI) (&L ZHH* > R
BRI G I a8 -

(=) &

Eine (ER(L) AIINERLES B THERERT > e FE
A BORR  FIFEBRHE H FH B RS RA PRAE S -l - fERRH A EIE
ARSI - (RERE B B A i RS P REME - MEE AT HELLE -
EATERIRIRZ T > R LB R DR R g b2 FTHE - IRKIDE
FneAfrescs  GEERHERREL - R - A ] RAERREL © 35
BRses  AlgRHE AR - S - BESIE - 7TH EREFIT
AT THEER L -

T~ AR SR ITSEAE R B AN LR RS T BRI SR A 22 - &R
FEE PR AL B i R SRR B AR R T IR AR B EFA -

32 Tene, supra note 2, at 1239.

33 45 C.F.R. § 164.514().

34 GARFINKEL, supra note 5, at 4-5.

35 THE DHHS OFFICE for CIVIL RIGHTS, supra note 8, at 6.

36 Brasher, supra note 10, at 217.

87 NATIONAL COMMITTEE ON VITAL AND HEALTH STATISTICS (NCVHS),
RECOMMENDATIONS ON DE-IDENTIFICATION OF PROTECTED HEALTH INFORMATION
UNDER HIPAA 12 (2017), https://www.ncvhs.hhs.gov/wp-
content/uploads/2013/12/2017-Ltr-Privacy-Deldentification-Feb-23-Final-w-sig.pdf
(last visited Apr. 14, 2022).
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T8 TEE L RIGEIEUORATT TS BRI AR - MR
FRAE AR AR ~ B R R ZE DU R R R TR » mTREGISMEE A k8L
BOE i IHE ER AR E R - RIn A E % - AE R @ - teoh -
EARE LR ~ AL AR EE - IR LIS &R 8RR Ry
ZE0

MRS EORL G RIE - FIHE DUSERE H AT SEER ~ R BRI - 128
GDPR 5 5.1. (b) fo » (E &Y SEER AR E ~ WIZRELIE S HiY (specified,
explicitand legitimate purposes ) - Hit—3 pEFRY 5 AR EBLF LS H 09 F4E
% (incompatible) - P55 » BUfS[A]ELAY8EE MBI, - HIBERTREE BBEFAE:
21,

MELP AR R S MRS AR - RS EERBREL - ATREZ/K
EREERE - ERMOIE EFHE AT « ANTEB B2 A 2 A
AJREC SR ~ B ~ AAKEIEA A R B L OB B ACES ~ BOE SR

38 ALAN F. WESTIN, PRIVACY AND FREEDOM 5 (1967) ; S22 RE]iEbeRE 55603528 R
fige -

39 Fred H. Cate, Protecting Privacy in Health Research: the Limits of Individual Choice,
98 CAL. L. REv. 1765, 1766 (2010); £nEtH (2013) » (HHgRI=EEEEEA
ERlzRiE) - (EACRBER ) - 87H - H246 -

40 EL EMAM & ARBUCKLE, supra note 25, at 2-3.

4 KHALED EL EmAM, GUIDE TO THE DE-IDENTIFICATION OF PERSONAL HEALTH
INFORMATION 153 (2013).
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e BRI T A - A EELUAE B Google ZEBFER I - BRI
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IR - SR ERERIE - 1S LA H RS ~ FEB s A HL -
SRAERR B U S - IR R AT s - EEMEERY (primary
purpose) ZH] > A A B IRE . o E ABERRERLZ BB~ fiTAEHAY
RIFEM BB R IREE T - Ao AT ~ BFSE ~ ) ~ O ~ 3K 178 - 20K
kR Aa H IR e 58 R EEY (AIARERA - 98) Y BREFE
FEABIIUE BRI LS - FESHUS AR -

B IR dats e H TR Z R B AR » KR IR RS rI s - 40
EROETE N I REREEGR A S 20 - A R RS R HRZ A - Rl A
ORI > ANET 2 GRS BT IE ~ BEER A AR BRI G AL > AL

2 EL EMAM & ARBUCKLE, supra note 25, at 2; Id. at 41; THE INFORMATION
CoMMISSIONER's OFFICE, supra note 20, at 28.

4 Viktor Mayer-Schonberger ~ Kenneth Cukier () - #/M£8% (8) (2013) - (K
Hig) - 5216 - RT3k -

4 Dennis D. Hirsch, The Glass House Effect: Big Data, the New Qil, and the Power of
Analogy, 66 ME. L. Rev. 373, 390-91 (2014).

4 Tene, supra note 2, at 1247.

4 EL EMAM & ARBUCKLE, supra note 25 at 2; EL EMAM, supra note 41, at 44,

47 EL EMAM, supra note 41, at 2.
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B0« S STRAIEIR AL « S ERTN B AL (30 TR S
R ARA ZH ~ SELA TR B ol B0 - B E 0 b
Ry BIRTATREALE ~ PR RIS 2 RS TAE E S 2 56
— KA -

2 YR ERREEERIF AR TS E BRI T

Lokt ELEHAU L - TR TN A BRI
EDR IR 5 HELLDNETL - IRTBU I 5) - S5 0
FoRAGHEHERDRY - HESTABOHER A (ZORHERS) IR R0 S
Kb MBS RS BRI L BREDR - Vo T LU 5 A

4 1d. at 2-3.

4 EL EMAM & ARBUCKLE, supra note 25, at 2; Benjamin T. Van Meter, Demanding Trust
in the Private Genetic Data Market, 105 CorNELL L. Rev. 1527, 1529-30 (2020).

50 B ACHA (R i e il o e A & o R T MR I D A ~ ST RS R
FAREE AT R E - BRI E AT EE - BB
JREA T LIS AT B A [FE B2 IRy - AR CRAERUS S 4011 ~ FIIE FIE
(informed consent) - EL EmAM, supra note 41, at 41; ENGAGING PRIVACY AND
INFORMATION TECHNOLOGY IN A DIGITAL AGE 221 (James Waldo, Herbert S. Lin &
Lynette I. Millett eds., 2007).

51 Elizabeth R. Pike, Securing Sequences: Ensuring Adequate Protections for Genetic
Samples in the Age of Big Data, 37 CARDOZO L. Rev. 1977, 2016-17 (2016).

52 Christopher R. Smith, Somebody's Watching Me: Protecting Patient Privacy in
Prescription Health Information, 36 VT. L. REv. 931, 981-88 (2012).
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ARHSYEE ~ BRAGMA R B HE O3 LR ~ AT ARG 53 55 5 A HERTE
HEAHE - (EIEE AR E AU LEDRHRE - BRI - MEPRE SCEHEEE b
EHANLE R IR - RIS RIRGIE RS & ] E 2R &
ZEE TR AL BB, (tragedy of the data commons)  (BEATASCER S
—Z () 228 53) -

(w3) 187 8 % FHALE E LRI B &

BRI &R LU LHE RS S S R T RR R ? AR -

1. FEAE

B ERMR S 4 (Data Protection Directive 95/46/EC » % DPD )
Y8 GDPR™BIE - BRIEEFIIMERIL » EHMEE < R REAS bl = A
I - FIIARORHI R AL BRSO3 2 BRI - SR DPD®®
5 GDPRYFEF . " BRER , (processing) ; MBREVSEESN - 7RI 3% TR
B, J GDPR FRZ&E 21T -

2. TEAR

{EJEE Regina v. Source Informatics Ltd. Z&>° » $+¥HSERIATEHR AR 1Y
R TEE R E RS T T > SEBIRREER R T RS R A
[FIET B TR R J91(E o EImERRIHERM TRl T SRy
FERREARTESR § AR - EEREAR TR - BRI RN - T5R e -
TEER FHRIARER - H_EFRA Source F:5E » B DPD F#HR " &R

53 N. Nina Zivanovic, Medical Information As A Hot Commodity: The Need for Stronger
Protection of Patient Health Information, 19 INTELL. PRoP. L. BuLL. 183, 192-93 (2015).

54 Council Directive 95/46, art. 7(a), 1995 0.J. (L281) (EC).

55 Council Regulation 2016/679, art. 4(11), 2016 O.J. (L119) (EV).

56 Council Directive 95/46, art. 2(b), 1995 O.J. (L281) (EC).

57 Council Regulation 2016/679, art. 4(2), 2016 O.J. (L119) (EV).

58 Benjamin Charkow, The Control over the De-ldentification of Data, 21 CARDOZO ARTS
& ENT. L.J. 195, 222 (2003).

59 Regina v. Source Informatics Ltd., [2001] Q.B. 424 (Eng. C.A.).
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WA LR, - AEARE AR T ESCERRRI - 88 - EIREARGE
Fo o IAANBN BRIV ZERE - REAEEFRAL - HIIERERGBIZERAA -
WA AR T RN AT (F © I e i R By
BRI - 1 T RBEH R E AR | RIS &R LA -
FOM - BREINE IR SRR (0SS A e B AL 1% [Gramm-
Leach-Bliley Act] ) 58k " &zt &8t (aggregate data) FERTEEAIEE |
MABERBERA PS5 MIRRIESEEFIRRER - 15 ZERER > |
AN RN ESCESE - MR ZRER LB R R B AR e - HH - k&
EIEEDL > AR RS RESE E A RIGELE > AR E R et
SRR R LB R E T T = NGt A2 IR SRR R
ST o RS -

3. REDH

A ERE  BRAREEmER LB (ERL) EES  81%
S REEI AR, o MRS A LR RRE Ty - Al b &R Cs e A B 21t
%o TH > FaHEE B R RIGEDHE RS — Fr o AR T UG
SEERERY (AR A JRGE ) SERRIE 28 — R R (ANAE) BERIm =2 -
PRI - M AR LR > HE R BRI BRI T 2 A T Al S P e R i
FRRLDRTE - o5 A ta T R KR B R DL RS e T S E ke
BRI

60 Charkow, supra note 58, at 220-23.

61 Leonard J. Kish & Eric J. Topol, Unpatients: Why Patients Should Own Their Medical
Data, 33 NATURE BIOTECHNOLOGY 921, 921-24 (2015); Pike, supra note 51, at 2016;
Id. at 221-24.

62 Jorge L. Contreras, Genetic Property, 105 Geo. L. J. 1, 54 (2016); Bahrad A.
Sokhansanj, Beyond  Protecting Genetic  Privacy: Understanding  Genetic
Discrimination Through Its Disparate Impact on Racial Minorities, 2 CoLuM. J. RACE
& L. 279, 303 (2012).

63 EL EMAM & ARBUCKLE, supra note 25, at 1.

64 Barbara J. Evans, Barbarians at the Gate: Consumer-Driven Health Data Commons and
the Transformation of Citizen Science, 42 AM. J. L. & MED. 651, 676 (2016).



BABRZ EHALEBHRIEERE 635
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PRIFC > BRI (UHEA A H B i SERikes ) IEIE - 1SREmERE,
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BfR o [RIEE - AnRiE - TORTAE— KBRS ¢ BIANIRE CREDR LRI LRER 2L
LT o MSREPR RIS 2

(75) &

TG CERIR) A R fE & R ERH - (B0 IR B EOR
5 ~ R B I IS RIS RRiie - MEMISER ERERE > LSRRy
AR - LG HANZ BRI - BREEEGIIMUE e R est - Al
JESSHEEE -

REE TR BRI B R (T » AN ERSRLR R P e - SO ALY
AR R 2L > Ble] 4GSR H SN A T 80 P IFOR IR Rl 2
WAV EIEE  JELESEE R ERGIE R G S H AR LER (28
[t R mmdt - RIERGIA 2t &S 2 nl o R e -

EBN LA CHES S DS ER £ R TR - Fally > &R
ZEHIUCHREE L TR - HERSERE - A AR - REE
B R B L BAE - RIS AR -

ASGERy > REE R ot ~ B b R AR -
PR RS ER LA JOAE BRI R E A LA R E A A

8 Stalla-Bourdillon & Knight, supra note 4, at 285 ; T iEEEFELLLE B H e 1358 H) 5k
PES6ELNHR o T A T IRRHIE AR ORI B R 5 2N LR IFER A FTREMEZ
EXERE TR - .. BRI RN B2 72 EE - (HERIIRAE -
BRI ~ LR S b A RO Ry BT I SR A AN I P 458 S K1 52 7 L ~ AT AHRR
MRS BHRIGER. ... FTACER B REEASER - |
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WU EE > HER o A H Ry & S Rt 20 A al sk > SR AR &R
B~ BIBEE R B > MEA S S AR I L E - MERTERZZREIE R
B A4 S i 7 E e B o P A J b 28 P e 2 iy 5 B LB P I ~ M B
T AR ERE T A - BE o RoARBAREEER R E R
FEEATERI M BB A i B > ATBR SR B R B AL RE 111 £ 75
FIFHE 13 GRFIPRT - FERK T R A -

= ZHEAMEERERE - BRRtBEZER

AnpiE - REAHE ~ BB ~ B eBEss R EEEEAHBUR - Rk
FAIEA PO A G SR T H Ry — R A AP SR AL EORAY 5 i I E il T
FIRAEMA - DORTERSRAPRTEBL DR O BT i £~ A  SRIM > #4950
Bl ~ BB ARATHN > B T RRIME ~ TERL L R RER L > KR
M—AEHEES > Aol NAE  INEBURRIZERM S - 55950 B
{LEEFINE ~ B SR A EREE L -

(=) F#HAbz T &

EFHe - JFEmRIEERERE (manipulated ) T E5 H 4% BEEERERE &R
PR — A TEPG B AT — LR AR . BRI RhE S e OR
REFRR ER FEAS ER A -

1 @Mz AR

Fb L ER B B RIERSTE (association ) & ik »
SE# - B ARRIRFSE (personal identifiers) 2 2Bk - #1400 - Ira S.

% BXHAGDPREST()EHIE - Bk LS A RIS BERHR HF R -

§7 SHBHE B HREI LR - FEE - FIA > EERRE LA EH TR 135 HI R - SR Ve
PE AR RBE R SRR AR H AR - RiE B ALGRERIZ 1L FIA
ZHRRE - TERERE22HRREA REHEA RS -

%8 Hintze, supra note 6, at 113; NATIONAL COMMITTEE ON VITAL AND HEALTH STATISTICS,
supra note 37, at 1.
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Rubinstein Bl Woodrow Hartzog f5H} » BB ML R ATER (identifying
data ) B} 3 i  EIRTERG 1 Z5BR .2 2% - Chris Achatz Eil Susan Hubbard
FRHT - EFUE R B B R R 18 A G aR BLE RS M R R R R
WA o (ED R AR e - BB R AR RE R bt 5Efe (National
Institute of Standards and Technology » FF§ NIST) 72RF5E » EERBHLTHEAT
SHEE ~ RIS ~ PRy L ER R R R EE R — R T A o N E LR A
LR %2 ( Health Informatics Services, State of Queensland - T %
Queensland Health) #5H - EFEBME A& (identifying information )
HHERH R ERR - B A FTREG WAL - B4 - 3 & AR T
BARS RA LE ARG A2 -

2. BREYEHIABEAAZNE —BAZSETRME

Fib L ER - bR EBIEAS TESE A GRS BERIN - BRAR L3001
LB ERA RS RN RO R B s - A LEp e
SRESKHER " BB DRI A GEERTRENE 5 HYFIBIREYE - 40 -
AR - BRI 52 CRAE SRR EDR I R0 M LATYE - $2 S BIRFRHARFT X (sectoral )
VL —H) HIPAA BUE™ - fEFEZRHEREEIAIRE A ~ Bz A Gk

% Jra S. Rubinstein & Woodrow Hartzog, Anonymization and Risk, 91 WAsH. L. Rev. 703,
758 (2016).

0 Chris Achatz & Susan Hubbard, Us vs. Eu Guidelines for De-Identification,
Anonymization, and Pseudonymization, 20 J. INTERNET L. 1, 7 (2017).

"L GARFINKEL, supra note 5, at 1.

2 Queensland Health, De-ldentification and Anonymisation of Data Guideline 10,
https://metrosouth.health.qld.gov.au/sites/default/files/content/de-identification-and-
anonymisation-of-data-guideline.pdf (last visited Aug. 17, 2023).

3 MEBMEHEE & (Council of Europe, CoE) ~ B iDPDEAGDPR ~ APECE&EHIHIAR %

FREHUE y IISOUE -

74 45 C.F.R. § 164.514(a); W. Gregory Voss & Kimberly A. Houser, Personal Data and
the Gdpr: Providing A Competitive Advantage for U.S. Companies, 56 Am. Bus. L.J.
287, 311-12 (2019).
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i (reasonable basis) TMitH(E " BE R ATREA LA —MEA L » HIFEEE
AT R R -

ERTSER A B 2= (comprehensive ) YiAIREK - EREAILERIZA
NREABRHLEEE BR—E A ~ B —2EE (device) MALEAEERZEA - H1
40 » 2020 4 11 HinNA#SEESIINERLEE (California Privacy Rights Act
of 2020 » A CPRA) - #i&ak s HUA DTN 1H 22 35 B2 AL PR & 1k (California
Consumer Privacy Act of 2018 - [~ CCPA) 2 - CPRA 28 14 (m) f&& (Bl
ER3E56 1798.140 (m) f6e) JRBE - ZKa#hIk (Deidentified) - (REEERIR
REGEHh (reasonably ) HILIHEREFIEGHES (linked) BEXR—RrEHEH
P ERERIC S © (A) FITHEREZE R AEERS (associated ) EH—
IHE# B (household) 2 B 5 (B) AFAAGE LALLM A
£~ MIHRZER EA S B U AR - BRIFFan I o h P
EBANLEREERFGIERE B B (C) DIEAER T EREKE E
BSFILIREOK -

RlEER 2 B FLZE (Colorado Privacy Act ) 28 6-1-1303 (11) &R RE »
E#AHLER (de-identified data) - fRIFEFARES LM (reasonably ) FH L
#esm AR (information ) BGHERE (linked ) 25— SRR IECAT B IME A ~ BE
H—4EE (device) THEFTEZMA @ MiEFEZRERCEES © (a) TRITHE
IREZERIREMEAY (associated ) ER—E AN B 0 (b) ABEAFELL
FFAeIERERs ~ FINZER BA gL 5 8 (o) DI
HIFR T B A I S8 <7 B R 25K - #fE 5 T R N T B 3 R IR ik

( Consumer Data Protection Act) %5 59.1-575 &7 REEUA _EBEIIN & B eEh7
ZINEFRLERUE - Bl — A AERHRELR (UPDPA) 25 2 (5) fiREUE »
FAeE R - REEREL (modified ) TRERATE AT EEGHIE RN S
Bl ORI — BN B RSB AR A AL R B R TR o AT RE AR
EApEF R RN

ERWFE 5 &€ (Federal Trade Commission » T~ FTC) 7&2H » it
NRESE MR LR Alg (disclosure risk) » (B & ELEHET FTAR(E
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MR ER R EHERAREA DE R —E A L - R R BT
ERHE - £ NIST S5—3d /R 1ok - RnE - J5%Et Pl 2 LEREH#E
RL C(obscured)  (3FE " #E ~ iz, [mask] 2 " RIE&ML  [obfuscated] )
M LR &} (remaining information ) AEEFRAIF—EA ~ Hi# G GH
EHEI v AME TR AT RE DA I —E A L e

FA{DUth - PRYNESALE (the Privacy Act) 25 6 (1) fRBUE - HERAH
W R —TrTEkA (identifiable ) {fi A B & B AT 3% A1 (reasonably identifiable )
LIRS - HIEZAE A B R DE AL - Rt - SN EEREE A% (Office
of the Australian Information Commissioner » & OAIC) s#E—3Ff5H » £
A e —HLEE - EEEOR NI BRI R - (1) BEReEEEA
Aol FFaR (Ana Y ~ bl ~ FHHEAE R ~ RHEMERER) B (2) $#1T
/MR T RE AL £ 5 UL ~ 324 (aggregate) ~ %5 (alter)
SRFEE R > DAL A FIRE & B s Hi 2™

5 Achatz & Hubbard, supra note 70 at 7-8. {RIEFTCRf% » FTCRBRLHEZE (privacy
framework ) {ESEFIF T &M A[ERS | (reasonably linkable)) EiEEH &R
MERHEE T G AGER - JAEEEE (1) RGBT IR R 58 %
AME > (2) APAAGENETER L ~ (3) DEIZ L@ BRI
AL - Hodr - $HAEE (1) IHFEGNE - FTCHR © A WLER SR
HIIEETERS T BN REG B DR BOEAS B — R eI E ~ B e
‘B | ° FEDERAL TRADE COMMISSION, PROTECTING CONSUMER PRIVACY IN AN ERA OF
RAPID CHANGE: RECOMMENDATIONS FOR BUSINESSES AND POLICYMAKERS iv (Mar.
2012), https://www.ftc.gov/sites/default/files/documents/reports/federal-trade-
commission-report-protecting-consumer-privacy-era-rapid-change-
recommendations/120326privacyreport.pdf; ERIKA MCCALLISTER, TIM GRANCE &
KAREN SCARFONE, GUIDE TO PROTECTING THE CONFIDENTIALITY OF PERSONALLY
IDENTIFIABLE INFORMATION (PI) ES-3, 4-4, NIST,
https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-122.pdf (last
visited Apr. 14, 2022).

6 OFFICE OF THE AUSTRALIAN INFORMATION COMMISSIONER, WHAT IS PERSONAL
INFORMATION? 15 (May, 2017), https://www.oaic.gov.au/privacy/privacy-guidance-for-
organisations-and-government-agencies/handling-personal-information?a=2832  (last
visited Apr. 14, 2022).



640 BAEEREE 52 BE 3 H

(=) B&bzT 4

fited TEAER ) (anonymous data) o R 0 U EEZEFEAVEA
AR LR e - — OFABCER BB T CREOR - P R -
MR A4 AL 5 2R A5 AN T3~ AN a3 S A T N RE AT P A 1L b i m )
REVE > AUSLMRIIEE > AT Rtk - FLE - A EZE & PRI HiE 5n Itz
T M F AR T RBINE T AR ESR A AR - KL
ZHEA A RS - (HIE R RIS AR -

1. RT# ~ FTERZ AAE

ARFEER > B LB AR B RR AR R HEAET A
ANuJih ~ AR R AN nRERC R B -

1) £

Ira S. Rubinstein E# Woodrow Hartzog F-5E » BE444 (anonymity ) (&
# 4k (anonymization ) (2 #7275 B& & B & 43 (R 7 2 R 3E™ - Frederik
Zuiderveen Borgesius ~ Jonathan Gray Eil Mireille van Eechoud 35§ » BEAL »
JoR R R A AR R (identifying variables ) ZEERERETL - E1S &0k}
ERER AT MR BT 5™ » 1ISO/TS 25237:2008(E)Ed Chris Achatz ~ Susan
Hubbard®s2#5H - 6% 2 B4 a8 M b FXE01 - 7RRIEE H ks B B ]
B A GRRIRF IR R BRE B B2 S MEE R I (RIS ERHE N S i rRs
2k (never be re-identified ) (I " ZFFEAHCER , ) 3 HIZARER TH]
FEE—Rt (AnfRH5 ~ B ~ SEE) T TREFRERT R A | & KN EE

7 Kelsey Finch, A Visual Guide to Practical Data De-identification, FUTURE OF PRIVACY
Forum (Apr. 25, 2016), https://fpf.org/2016/04/25/a-visual-guide-to-practical-data-de-
identification/ (last visited Apr. 14, 2022).

8 Rubinstein & Hartzog, supra note 69, at 710.

9 Borgesius, Gray, & Eechoud, supra note 22, at 2118.

80 |SO/TS 25237:2008, I1SO, https://www.iso.org/standard/42807.html (last visited Apr.
14, 2022); GARFINKEL, supra note 5, at 2.
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Ko [t EAAEATSUE Ry T — TR FIMEE R B - DUR A R A 2
b e

Mike Hintze F:3R% » B AL 7 AR AERE - HAEREATEE]
FERAITTEEME (any known or foreseeable possibility ) 1] 385 &M A E 5
EFEREGY AR A -

Maciej Gawronski %58 » B L)) — AN ALEFEAEE - EE—H
BRI A RS E R A Ak - B L HEMEE T - RIE LR FER
DARFENE T AR F DA B 5 - MEERS | BRSSPI A BB E TS A
FECE LB R E AR nlR I (AR R 5E ) ZIH ] -

(2) =iEtw

AR - #ZECH GDPR Recital 26 B17E - ERRER AN EHNESE
#f (anonymous information) » JRE[IAN: ke B —Ean 8] 3800 5 AR A&
i B R T EE LD SR RS S BCR FATEREY (is not or no longer
identifiable ) J7=UM#oEITRE AL 5 WU - $RIL - 20[FELEAEE 7L DPD HUAR
#£ > GDPR JRujEEE¢ " EEEEFLESEFEH®E | (zero re-identification risk
standard )- [t FBHSER] FTC AT & EIFL ARy IE B B (S HEIEHE (reasonable
level of justified confidence standard ) BEfIEEHES -
B DPD 25 29 iR LE/INH (CFFE WP29) it » " EALER
(Anonymised data ) /545" M A FRU I —ATEIROELA - (EA PR ATRERRA

81 Achatz & Hubbard, supra note 70, at 7; Borgesius, Gray, & Eechoud, supra note 22, at
2118.

82 Mike HINTZE, VIEWING THE GDPR THROUGH A DE-IDENTIFICATION LENS: A TOOL FOR
CLARIFICATION AND CoMPLIANCE 3, https://fpf.org/wp-content/uploads/2016/11/M-
Hintze-GDPR-Through-the-De-Identification-Lens-31-Oct-2016-002.pdf (last visited
Apr. 14, 2022).

8 Katarzyna Kloc et al., CHAPTER 1 Basic Compliance, in GUIDE To THE GDPR 3, 22
(Maciej Gawronski ed., 2019) ; Aleksander P. Czarnowski et al., CHAPTER 3 Security,
in GuIDE TO THE GDPR 185, 202-203 (Maciej Gawronski ed., 2019).

84 Achatz & Hubbard, supra note 70, at 8.
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Z TEHER - WP29 IR BT AR I 1 ER 2 =
FREREE - A =T LA T ER LR S DR R B A MBS, - B
AR (1) Bk (single out) FE—fELA ~ (2) HifE (link) fEEE
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Rk ] gl by TBESAY , © W41 GDPR B3k » ERHEEERE AL (MIk
EEIANE) » A REHEBRA BRI REL 2N ; 5 - BERER RN EE
HUEITI - SE SRR (RAEALHE ~ W92 ERY) BIRN{E GDPR #5(
ZEPT -

53 2003 FEA (FEBITER) WIBEAE R {R7#7: (Federal Data
Protection Act » BDSG ) % 30a(2)ff**HiiE » HE R IE R LR B iTRES
BT EE A ERE - BTATEEREI HAYFIA -

EE NIST iR - EARLERUER " R rl i ErHME C s 25380
b, B T AP b RS AEE A EFE , % -

BN Queensland Health 5H » AL KGR BTE KA LR » HARS:
BRI -

2. T# -~ TRRZ AR

8 Opinion 4/2007 on the Concept of Personal Data 21; 5 4xl& ~ #FE:4% (2018) » (f
TRER HISMI B T - R IMLE TR ) - (H HaREHES) -
27247 > E50 -

8 Opinion 05/2014 on Anonymisation Techniques 3, 8-12, 23; Achatz & Hubbard, supra
note 70, at 8-9.

87 Council Regulation 2016/679, recital 26, 2016 O.J. (L119) (EU).

8 Bundesdatenschutzgesetz [BDSG] [Federal Data Protection Act], 830a, para. 2,
“Personal data ...may be processed or used for another purpose only if they have been
rendered anonymous in such a way that it is no longer possible to trace them to a specific
person,”  https://sherloc.unodc.org/cld/uploads/res/document/deu/1965/federal -data-
protection-act_html/federal_data_protection_act.pdf (last visited Apr 14, 2022).

89 MCCALLISTER ET AL., supra note 75, at 4-5, 4-6.

% Queensland Health, supra note 72, at 10, 20, 27.
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HAAFrEGEATEE (reasonably likely ) FLUE #esf#zR0m (AnpkE)
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TELL - $1¥ T EARAVERDE AN FBAEE | 2508 - B MR G
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%1 ARBUCKLE & EL EMAM, supra note 5, at 8; EL EMAM & ARBUCKLE, supra note 25, at
14.
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%< H[%1 - Recital 26 Frf 7 AIIGAEE - SEEEER TS Ry AL RRA ) ( risk-based
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YA > SEE] ICO®HEH » fMflE&E TS 2Rk E AL SRR EEIN
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fELA - MArEE " AEATRE ) S ARRIEIRIME - 5 REEEE EaRay ]

92 Qpinion 4/2007 on the Concept of Personal Data 21; Opinion 05/2014 on
Anonymisation Techniques 5-6, 8-9.

9 Guidelines 04/2020 on the use of location data and contact tracing tools in the context
of the COVID-19 outbreak 5 (Apr. 21, 2020).

% Michele Finck & Frank Pallas, They Who Must Not Be Identified: Distinguishing
Personal from Non-Personal Data Under the GDPR, 10 INT’L DATA PRIVACY L. 11, 14
(2020).

9% THE INFORMATION COMMISSIONER'S OFFICE, BIG DATA, ARTIFICIAL INTELLIGENCE,
MACHINE LEARNING AND DATA PROTECTION 58, 97 (2017), https://ico.org.uk/media/for-
organisations/documents/2013559/big-data-ai-ml-and-data-protection.pdf; THE
INFORMATION COMMISSIONER'S  OFFICE, CHAPTER 2: How Do WE ENSURE
ANONYMISATION Is EFFECTIVE? 13, https://ico.org.uk/media/about-the-
ico/documents/4018606/chapter-2-anonymisation-draft.pdf (last visited Apr. 14, 2022);
THE INFORMATION COMMISSIONER'S OFFICE, supra note 20, at 6.
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T CHFRRA ~ IR ~ ERTEASKE R R ) - w20 16 AREA#as0 »
ICO RERAHEFATHE T AT FIET™ -

BEMEH > Bl FEEEMEE - o AR EEAA S 5L
TR AL LLBIRIRFT] ~ E2 B A ST » 550 - “NRERS - Firad " el
AR BUEITIE SR TELLT BRI E BN R E A LRI ] RERY B
B B TR T SR AR A2 T RERE AR L LA AR E A AR & B ) Ry thE
PERISE 5 BN T REAL ) AKREE - BRGNS - IR
RERS R B E o -

BOME B FIRINE A RS TEA L, ~ TEE ) E R RIUEE
By i FRAE B RY ) MR LR - A0 8Kk Be Breyer v. Bundesrepublik
Deutschland®Z< - 325 » Breyer idia/ifEBIHFFSBURHERS - MEuLC kB 1F
FEFEIRE 1P KL AR (A s &I T B T AR e - BhRE 1P AHE G TR
F—CHE AR E R E BIEACER - TG Breyer Fifif NGRS IR ES
2% (internet service provider » ISP) A G REHH H AT TEAZES NGRS -
Breyer AIVE%E - fEFENRE IP AiHH AU HAER] -

B o R R R EERERE (Advocate General » T AG)
faH > BRRECER DPD Recital 26 T ZH2EAE & BFA] HoAth A S EE W] REBE AT
B¢ \(means likely reasonably to be used by the controller or by any other person )

TR EAA L ARESL R TR ATREREE = A o (HE - R SR "
EE = AREESEREANS D ) o DUk " GEEARERE A T-B 5 FRHBELT
FROME G HIREREE I LATBE - WA FIRIE S - Bk e

% Finck & Pallas, supra note 94, at 14.
9 Maria Cristina Caldarola ~ Joachim Schrey (3% ) - #HEE ~ =&Yl (3) (2020) -
(CRBUB A EHER ) - H182-184 » JTi -

% Case C-582/14, Breyer v. Bundesrepublik Deutschland, 2016, para. 45-49; Finck &
Pallas, supra note 94, at 17-18.

9 Opinion of Advocate General Campos Sanchez-Bordona, delivered on 12 May 2016, at
point 65, 68, https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:62014CC0582&from=en (last visited Nov. 30,
2022).
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A R SR A 1 BRI R B A LRI ~ AR B T AR B85 BT
17 TR G BEATREF] LA A& R 188 2 TB - RIER s B8 RIS 2
3E AR B A RS FEM4EE (online media services provider )  (#EuGR
B ) WEERITE - TR (IR SO M BT A Fr s filHe e ) miRe
fEenaEs Ik Bs et (ISP) A RN &R i EINE R e &R
FT#8 - AR A RTRE F DGR TR B TR - Kl - BIRE IP f7hk )5
R EE - W] > RSB TE 1% (indirect identifiability) - F[J T 5E
feBEEoR SRR FrE &R IR — AR » F e A&
B KL - BR8P (kY A A REAEM AR B T i fsaion 2k - i
FAfEZO -

GitimiE—4EH > BIMEZEE # - Breyer ZCAIREL AG R 5ERFHES
1y (MFEEE Ry ) MR - IR EmFFEE L e R = A S
BT TR MAAAKBEAR " RTEsnIME ) MRS T ERMAIRE A GER TR
B TS REE A EE P - Breyer Sk highf - HEZ m i
aeBE /7= 5 MHECHE - WP29 Fijf 05/2014 "B LAkl B R ATR KEAL
ety /I SARia T2 s mboEsy DA RER D - BRI TTHEH:
TR BE AR - BATRAE AR - BRI R B ARG IR B G5 IRA - Breyer ZEHI
SR T ELARAIIES - Breyer ZEiET7 " IEBARERTHIGUAENE © (1) HHRME
EHZE IR RN IERE BT S (a7 E AN LE B IRF ] ~ AR B A S 78577
QRS e B EREIS N il 5 (2) MEIRSE—TE MR 2 15T - B
ol ES B LG EROR EE  MEEE AR 1L B = A B TR
B > HIERH T RE R E AR -

100 EyrROPEAN UNION AGENCY FOR FUNDAMENTAL RIGHTS, EUROPEAN COURT OF HUMAN
RIGHTS, EUROPEAN DATA PROTECTION SUPERVISOR & COUNCIL OF EUROPE,
HANDBOOK ON EUROPEAN DATA PROTECTION LAw: 2018 EbiTiON 91-92 (2018),
https://data.europa.eu/doi/10.2811/343461 (last visited Apr. 14, 2022).

101 Daniel Groos & Evert-Ben van Veen, Anonymised Data and the Rule of Law, 6 EUR.
DATA PROTECTION L. REv. 498, 501-02 (2020),
https://edpl.lexxion.eu/data/article/16563/pdf/edpl_2020_04-007.pdf (last visited Nov.
30, 2022).
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ST AR ER AR 025 Y B Breyer ZHFrEREE A R » BRI
FIP B R EEA R (COLHEEIRER) rRFEEEmm - Kt > AHE
RN T — HEE AR E T BRI RERR A —HAR A ZH
H o MR it e S E ] Re i R -

B. AMBFTHEMERE LILE A

i TEAL ) WER BB AR BB RS - A0S - R
#i (DPD ~ GDPR) #iiE " R ERAE R EReA i r e n | ey 7 =R
FEIRE » AT R e A4 Al ) - Bk - frte BBE WP29 T ANATE IR ~ Ak A MBS |
HIEK - BT P — R REAR AT R R T A ATREARHE ,  (impossibility
standard ) - fEEEEE " SEIEAEHE | OHIE FAHOP ISRV RREATR - A E 5T
B Ry AAT ~ RAFAYBIETS - JeHK - 75H A8 DPD B GDPR #i7E
NEAEIIRERE - e b — 5 " E D R RN TR
BT E TEAL o BRI E SR © S3— 7T - BRI A ks
FERERIHY R - DAEEEATHE (reasonableness standard ) A T RTESIAY 5 R
ARINEAEERR - JRENES DL T A AT RE R DS T E TRy TR
Tyl o w1 » BRERNZ AR T s R EL R AR AL E - Al [RIRER
B RS B AL YE YT > AP -

WP29 $5H1% » BE A LIRARAY 2 M FE R ST i - ANam Pl FHEE 44 (b
Bl Rt » ZHR AR IF BT IR PR8I - HESSIE - HER - Ry TIERERIY

102 Mircom International Content Management & Consulting Ltd. v. Virgin Media Ltd.
[2019] EWHC 1827 (Ch), para. 27.

103 Finck & Pallas, supra note 94, at 18; Groos & Veen, supra note 101, at 501-02.

104 RUBINSTEIN, supra note 14, at 8-10; Finck & Pallas, supra note 94, at 15.

105 Groos & Veen, supra note 101, at 500-01.

106 Stalla-Bourdillon & Knight, supra note 4, at 298; PAUL VOIGT & AXEL VON DEM
BusscHE, THE EU GENERAL DATA PROTECTION REGULATION (GDPR): A PRACTICAL
GUIDE 40 (2017).

107 Raffi Teperdjian, The Puzzle of Squaring Blockchain with the General Data Protection
Regulation, 60 JURIMETRICS J. 253, 313 (2020).

108 QOpinion 05/2014 on Anonymisation Techniques 10.
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B4 NER TGRS )] (reasonable effort) RIwTFH LIRS L &R
FREZITCHR | EEAEERL 15 i T ATRIR  E IR T S TRE
TEYISRITHE M - T ERHZ D E AL - RN E & A 32 6 & 0T
EHER -

T FIREY - GDPR B HIFA WP29 FLfigt - ifii e Iy T E &Y BE
At - HELI S A BT RER A A T B Rl (BIHRBR IR AR B A
GHTE) » MEEEATEFHANATEES AR i ) © IS EAEREEH
EZE BT » HoR RN RER M A - SUR R B R RS S E K E
ZAb. - JEBEIR SRR & P A R R - (A1t - GDPR A1 FUE B A4 L Ik
FEHHEOKIES S P28 B Bt A S BEPTRE A LA P T B A F SR
M DRSS T R ~ AEIRRER ) B o RIS — 5
SAINES » BEN RN R P B &2 -

(2 FTERMELILERAFXA A TR

Wi T ERL ) FUE R AR TERED > RIS RIZESR R ATRE: -
FRENBRMGTNE ) HH  ArDRFEAESL R REE - LR
REAYMS « e A > AT 21 H B LR B R 7 B T RE - FEEE AL
AR IEIA REE R - BB % & (aggregated ) Bl A B 441k ( purportedly
anonymized ) &k} 5 FTREREFFARIL - BRI - HESE - ZRBEER

109 FER AL RS IIETEAS » 1SSt RS E « BRFIH BRI - "I EEHZ
AMEE AT AR R AR A - T B AL AT < Ref ~ 1B &R -
EUROPEAN UNION AGENCY FOR FUNDAMENTAL RIGHTS ET AL., supra note 100, at 93-
94,

110 Jer AusLOOS, THE RIGHT TO ERASURE IN EU DATA PROTECTION LAW 141-142 (2020).

111 Opinion 05/2014 on Anonymisation Techniques 8-9.

112 RUBINSTEIN, supra note 14, at 8-10.

113 Borgesius, Gray, & Eechoud, supra note 22, at 2130.

114 Maria Cristina Caldarola ~ Joachim Schrey () - B2 - =&Y (2) - §ig
97 » EH182-184 -

115 Borgesius, Gray, & Eechoud, supra note 22, at 2130.
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EAYTERS > HEERE LR IEREMIEERR . T aBs R R aEry e | AT
F 5

(3) B &ALMER BB KL

"EAAL ) HIREIEEIY AR KR  S@EAREE (over-promise) » JEEAT
“F5e3E (near-perfection ) BT - AMMEIRERA A — VTR AR SR SE L 2 Hh -
PSR —Se RS H AR A ML = B A0y - B — T E S T EALZ
B, BRAMEEAK A —FI TR BEZEY -

HEELACE R G # R L2 FTRE » Woodrow Hartzog Bt Ira
Rubinstein™®RI 35 : SRy il 17% - JORE A LB UE Ry T v IMb )il —
fEiEfE , (aprocessof minimizingrisk) - 7l " REEZ EC —REIRRE , (a
state of guaranteed safety ) -

Woodrow Hartzog B2 Ira Rubinstein stifgH > TE4L ) WIEE—H AT
FrgH I - R R R BRI E AL R End bl B i
BEEF DA - HERFTE A Bk — AR T il E R E L&
B B AR 2 ) 5 5835 {E (perfect anonymization )
HIRE A i by — R o TEAAL ) PR AT 5E - AR L S |
RS EDE Wik " RS R IREEE AN LR | ZIERFRERS - JUH -
fEfEAYE AL R BN BORE S | A KR - SR (41 FTC ~ WP29)
EEEEHR - BRI 2 B N E R TR Bl ik 2 e - HESRLA
RS EALA A

HEFZ AU E R (k) T3 - 1A 5eEMEAL - EEER
EFE (process) MFERESE (output) - Ira S. Rubinstein i Woodrow Hartzog
ELE TR SeRE A EEHIRE R A RERCR FIZE AT &R BRI

116 RUBINSTEIN, supra note 14, at 10.

17 Rubinstein & Hartzog, supra note 69, at 750-51.

118 Woodrow Hartzog & Ira Rubinstein, The Anonymization Debate Should Be About Risk,
Not Perfection, 60 Comm. oF THE ACM 22, 22-24 (2017).

119 Rubinstein & Hartzog, supra note 69, at 708-09.
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MPRTEBH TEAML ) ARt E R e o SRR - AR
SRR - SEBRIBE I BCRELRE T - TG ) IFIRIEES T - T
Y TR RS 0 A RER B B E R E R ~ BUEE TR
129» Paul Ohm*' 7R F25 » FRAMIFE 2 —{EHTase (NG [scrub] ) - HIDAREHE
FRRLORAE R AERERIEOREE R - T BEAIREAR S T (255 IR 5 (only effort,

not success) o
(=) BaiikEmAiL - ELILZ 2R

1. BaibE

ARiE - FEAUEATRES & TRt OREERAESL - BEA)
(pseudonymization)  Fra¥ " daft ) - JRAE—ZRHE (value) (i~
) IREEROR 8532 L - BRI (B - AHs) L
b - BB LR R EER A1 I - GDPR 25 4 (5) fR5UE Tl By T A
B Jia o M EEAEARF BN - AR REERS B R e &
FHERE > HANRZES NN CA S P B 32 F SR ey B RSt It - DA OR
A B R BEHAS B — TR SRR AR o ) SEBIINN ~ HE 5 fERm M »
FHENLZ MRHEFRALES IR REPSE - SEB] UPDPA 25 2 (14) fRHIUE -
B EDRE Ry T Kk T ] & B RS E  ERe B 70 s RE DL B HEE T E A
{LIFEREY o ELEERRIRTIR . (%, - SEE NIST FUE TRt b TISES

120 1d. at 704-08.[K|jth - Feeb 25 =i F 3% B11L (deidentification ) BEFFRAI(L
(reidentification ) BB %41k (anonymization ) Bl 5 B #44L. ( deanonymization )

ZHIEE - R BERRE N B R fRFE - Paul Ohm, Broken Promises of Privacy:
Responding to the Surprising Failure of Anonymization, 57 UCLA L. Rev. 1701, 1744
(2010).

121 |d. at 1744,

122 Rubinstein & Hartzog, supra note 69, at 759.

123 Czarnowski et al., supra note 83, at 202.
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sk B ELA R 5 BB DU A R — R T (R (LR 2 —
ABTERHEA R G AT TS - 2

I TR R EADRERERE - A AR (reversibility )
T HA RN E A b BREE -

2. Rtk

HHIRNE L & TR RN BA BUS MR B RO Ryt - AR
{LBRER - AL R - 20 (1) ReEHRaS ~ b (encryption) TMkF&k!
s e A ARG - (0515 DAL it i RIS B R IR RHME 2 5 (2) %
ik (tokenization ) DAFFEURE RHMEHUAE B HRUSER 3 - AE R -R9E4111
111 111 12347 BFHTFR Ry <4281 *#k sxkx 281971 (3 ) HE kL data blurring )
DURME T PG L R A — RIS FLBTRIRY M BRI HAE —
A - ARRERRIIHZHE 5 (4) #EL (scrambling) JyEFHEYIERIHRIYTIT
NIEiF > 4l “obfuscate” ##Jk “tocbusafe”  HERFERMEA, ~ AAHEEREL » RIMGEE
EAERUR - B E IR SR BE RS - nTREZ A -

3. R BALAH ¥ B X #FHAL

HEIE » WA FTC SEyaa e (542 e H e % T arhh
TR 223k AL (B SE PR B - s .28 - IR > o R T 4L
IR R AL > DL T B 2 R il 2 4o | B A S

124 GARFINKEL, supra note 5, at 16.

125 Czarnowski et al., supra note 83, at 202.

126 TEGG - PREEEE - PR ~ FER (2015) - (BHCGERL R ETBUATA B BLE A BRAL
FELZIR) 0 H88  BIRBREEAS -

127 Brad Perry, Pseudonymization, Anonymization & GDPR, Mebium (Nov. 16, 2018),
https://medium.com/@brperry/pseudonymization-anonymization-gdpr-3dc8405dd465
(last visited Apr. 14, 2022); BAEliE ANEEHH0 (2017) » ( T HEEH
AUt BB R I 9 ) BT SEEEs ) - EH40-41 - 103 - AEREANER
Bkt -

128 \/oss & Houser, supra note 74, at 311-12; s£@EUPDPAZE2(14)f&f8H @ &b &wt
NEEHAUCER -
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MBS (AT BN ER SRR - RSB 4
Mo TR BT AL B -

4. BREIALTFREZILHIBHEANE R

FEFRRA EEM IRAERSAL - 0] FRERIS LS - MEZEKE WP29 fig
B R LB R I — A REPE L (singled out) HEETEAIE
BRHEERETTER BB EAFREAL - KR E rTRERHT o TRy
TAE > S E i (40 GDPR) HysUailEng ™ - #t - BREIEEER "B
FIAAA TR | B ES FUE - 2A1T0 > GDPR Recital 26 8K - L&
R8RSR A BOR S (BN 2 REE R T B 8 RE R B
{LBRHIGEEE - B ERS - mit " ER(L ) E iR G EEARE -
RER THEEANTNRIR | (2 BE% - WA - GDPR Recital 26 g WP29 [t
JafERE - ARTPIE -

A IR E ALy — R 70 HEERM R m A e
{HHRER R R R B R LR B 0 IRy RSS2 &
FEE < MER 1 ITEEE R E AR ERSEE R E AL B elra
FirA g o

129 Rubinstein & Hartzog, supra note 69, at 759; Achatz & Hubbard, supra note 70, at 7.

130 GARFINKEL, supra note 5, at 2.

131 Opinion 05/2014 on Anonymisation Techniques 10.

132 \/oss & Houser, supra note 74, at 322.

133 \/0oIGT & BUSSCHE, supra note 106, at 15. 2 E » B 53 GDPRIR #iik = A 6l & iy ==
AL > BIEA LB iE A EEE R b B 5 EE - BAR
BHEE LRI S R R S ER  EHZ A FR R AL E R OR -
Brasher, supra note 10, at 252.

134 Voss & Houser, supra note 74, at 322;7F HA » A4 LB E 2L ERHRI 3R ERE
=R R T A A AR RE v AR & R =
w5k TRAIMTER , K TEAINTER , @ i _REN T EEEERHE
TEERR AR RESRBEAREETRFAR AL - e RIERE N T2 kL
BAREEME AN » MEREK S N FBE ~ BirfiERez [BHE IR - &K
FEEMAGSR IR - REF A EEESE A BRE N - fm eI F AR E HrY
Gh  ELFEAT BB RRTSRE B 44 0 T M2 SR B AG ECRI A IR AESEBILHT © TR
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A LB R FRE A LE R HRAE 7 A 2 LA %2 GDPR (ZH5 ;
B GDPR 1{l538ks » A b & AR JRBenil A 2ok 1 7 8 R Bl & Al e
' - GDPR JyERE RHEE H e B R b5 G B Bl B R - DAFE s
3 THATHER R E(#E (protect data by design and by default) % - [K]if; -
GDPR {52 2 (& e A4 (LAY A A -

() &

it b T RERME ) B T EAL ) E R SRR TR E A R
ERNZERR ~ BEHETTRE R R - MERCEEN A ~ BRE BSOS RS T 2538
A Fit Ry —REE R > T T AL AIRMER TR AR o - AR
HLERPRE Y " RRRIE ) BT ER L ZANE - Tk eSS = T
AR FRIU > BREEACSORELIE (RIRUE =) BFYE R SRGT  E L
ZHEBA AR RSN RRIE > ASCASOIREE T RN ) BT A
bl Ry FIFRAIM AR BE A - CATRiH -

SHETR TRt ) AP AR T EEUE L TR R
BST TEAML ) SERRF A GDPR A LIEE IREERER 2K - i Bk axie

27138
n% °

WA HAME RS G BT RAR - i — B EHEE A RIS ReE
A TREME R > SR EAERRA BRI 5347 ~ W92 - DUREEL (el
AN HERR - ) BREREENVERATERGFRAEE B ERE > H1L
JUZHELY (2020) - (EAMNMLERHIEZ AR © KEARBBA B AEAE R
REEECHER) - CRISRZEEZMSR) - 593 - H20 - 39-41 -

135 pseudonymization according to the GDPR (Definitions and Examples), DATA PRIVACY
MANAGER  (Nov. 2, 2021), https://dataprivacymanager.net/pseudonymization-
according-to-the-gdpr/ (last visited Apr. 14, 2022).

136 Achatz & Hubbard, supra note 70, at 1, 9.

137 GARFINKEL, supra note 5, at 2.

138 Achatz & Hubbard, supra note 70, at 9.
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Fane (EAAL) SAPEREEN TH - EERa gt il 5 rysidh
B - Jof8 SN S - KRS AR - H R B2 SO E -
ERBAUEH IREE B —BnE R - A RDTE A ~ THREEERCEEST
PR RSB » st 2 A A AR BERY A M  MERAAHM LT ~ Tk
B BRSO - HH - AR LERUE - EAA LR ERERLIRGE
HIPREE - A E AL B e e 2 HA Re R - JRRIE A LR IR
S (RPIESEARAS ) Bl H AR LTS » A RE ik =R B A4k
FREEMO -

B LR JTik ~ B R DA AR G B ~ B BBk %
JIVHIZER] HIPAA BUE R BIIMEARRIE » LIS 87 - i HIPAAYSHUE - /57 &
2wk | (safeharbor) Ed TE 52305 | (expertdetermination) —fEEERAML
T TR o TR HIPAA SRR DRI EER UL AT SRR (R
B T S BRI AR 2O PT DGR —E A L 1) SZHsRbss - 18

(covered entity ) (412 ¥ FRIGGESR (1 BLbEAS ) FERT S RV g —:
(1) Hus TEEEEE ) RIS —FF S E AU T R AT R L IERGEE
(2 B SE BRI 4R e/ H AR ASER( Department of Health and Human Services

139 GARFINKEL, supra note 5, at 1.

140 Opinion 05/2014 on Anonymisation Techniques 23.

ML B0 - HIPAAZ 2SR HE T Ry NS KIRFFE3E ~ BURBELRGSEAHRRATER A - BREREES,
BB f5 (European Medicines Agency » NFEEMA) JREKS | F Rl RE B B R 2558
BRI EAEAZRE » DIFIEF1Z 575 » EL EMAM & ARBUCKLE, supra note 25, at 7 ; X
I ZERBITARART 3R TS [ > AR E L1 E A F R 135 AT RIEE
o ANFIE LS8 ~ KvTaiwanfiduh (2015) - QGEBHES TMEABRFIHEE
At 5 ) =16 https://talk.vtaiwan.tw/t/topic/150( fx %% H : 11/30/2022 )-

142 45 C.F.R. § 164.514(b).

143 Diana Warner, Safe De-ldentification of Big Data Is Critical to Health Care
Organizations Must Find A Way to Strike A Balance As They Work Through the
Challenges and Concerns, 15 J. HEALTH CARE COMPLIANCE 63, 64 (2013).

144 45 C.F.R. § 164.514(a).
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HHS) Frg " Z22us | R A L BB IRFaR A bR ~ HZ iR fE 1S
TeEA17& (actual knowledge ) "R HR} (remaining information) RIRE#E
DIEERMELA 51 A RefEsR i R 2R AU i A B A r A E Az
B

i T EFBRME ) DU~ J7H5ERRY - HIPAA BBRLKRAN (Privacy
Rule) BIRERE] A LR ERISER SRR - KEAHE "2 IREr i
&R}, 17 -

ZHIRBE RS HDRNE ~ € T RRERCHEFRIME ) « ik
Sran R

(=) #RxATEKX

G ERRE > B3 — A B B L8 TR H BRI ~ 51k
TR LR Mo 50 AR LR B - FELIREE + T iRkl hE
WEDRTHE RN E (anticipated recipient) BU& S & HAL A SEES E R
FIDAGEERR R i Roite - T R i (little risk) | 149

1 R RoetTa 048 B AR AR

45 Summary of the HIPAA Privacy Rule, HHS, https://www.hhs.gov/hipaa/for-
professionals/privacy/laws-regulations/index.html (last visited Apr. 14, 2022) ; i€k
IMEEEEKR > BN LERBEIERE M - A TR R # - El Emam et
al., The Re-identification Risk of Canadians from Longitudinal Demographics, 11 BMC
MED. INFORMATICS AND DEcIsION MAKING 1, 4 (2011),
https://bmcmedinformdecismak.biomedcentral.com/articles/10.1186/1472-6947-11-46
(last visited Apr. 14, 2022).

146 45 C.F.R. § 164.514(b).

147 THE DHHS OFFIcE for CIVIL RIGHTS, supra note 8, at 6.

148 45 C.F.R. § 164.514(b)(1)(i).
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EiBM g AT » MBI — 51k S UG & S T i B ECRAR
Fet49 o [RIRH ~ ik @t ~ B1SH DER AR R F 882 AT HE R & RhIR
W—EAEEML - B REEE HEE I A TR -

S ARERARE LAY P ERR S PR IR AR nI R e Ry RF S el JF
HHvIN g (verysmall) - H75 g — M55 2% BRI TEDS - AFHS R
IRFHERP A5 152 -

BHRG A D SR E R 30 R a2 R A - R
FHEE I BURR 2 B (replicability )™~ SNEREDRE A2 ATHAS 1 ( data
source availability ) ** ~ & =25 A & K} ] 4% o3 P AR AR B 2 AT g PR

(distinguishability ) *° ~ DU HCERERUM: ~ RTHUAS B A o3 R PR K T e n |
A JE\B Sk R 2 TRV a7 (assess risk ) 190 o

149 45 C.F.R. § 164.514(b)(1)(ii); THE DHHS OFFIce for CIVIL RIGHTS, supra note 8, at
12.

150 4410 HIPAA Privacy Rules: Coverage and Scope, 2005 WL 4172319.

151 Warner, supra note 143, at 64.

152 THE DHHS OFFICE for CIVIL RIGHTS, supra note 8, at 10-11.

153 AfpE /K ER RS S 28 ALIRE TR (14 H ) HIAEETEE -

154 AR SRS S H N e R A B 23 T R R B RS S - (H A IR HRe 2

(AR ~ ZEC) B B AR BRI -

155 MEME  WALAET ~ R = A EERE G R RIEENR0.04%
ERIER - EEFEAPERE B A A HE - MR A AR E R B RS
& HNEEEEEE A - FEABIERE -

16 NC#EH R A A S E TP - mEES: - BT ABERHEETS ;LB
S RME RTREIR R v 3k » (AEEAEEN: - FErABEUS - THE DHHS
OrrIcE for CiviL RIGHTS, supra note 8, at 13; Warner, supra note 143, at 64. 2813 -
EMAJRE 5488 (variable ) BEFS#RAE Ry " IAToR o (ELEEEHERY - direct
or quasi ) Y =IERTES » ST (replicability ) ~ A[43##: (distinguishability )
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CENTER FOR DEMOCRACY & TECHNOLOGY, supra note 175, at 8.

432 Ohm, supra note 120, at 1751, 1761.

433 CENTER FOR DEMOCRACY & TECHNOLOGY, supra note 175, at 13.
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The Deidentification of Personal Data and its Risk of
Reidentification: A Legal Perspective

Ching-Kuen Ueng*

Abstract

The concept of “personal data” as the cornerstone for information privacy
laws seems workable. Any data relating to an identified or identifiable natural
person will trigger the mechanism of personal data protection.

The operation of big data is to derive or infer hidden value from the structured
and unstructured raw data through novel reuse. However, the reuse of personal
data will be likely beyond the scope of original collection purpose, in violation of
the principle of purpose limitation. Furthermore, the ubiquitous use of personal
data will lead to privacy risk. As a consequence, one of the solutions is to
deidentify personal data in order to use for further purposes or share with third
parties.

However, in the age of big data, as the deidentified or anonymized data may
be combined with other datasets from various sources, it is not likely to absolutely
ensure “a person cannot be identified from a dataset.” The reidentification will
cause damages to privacy, personality or property, and the chilling effect on
freedom of expression.

As there were several famous reidentification cases in the past two decades,
the effectiveness of deidentification or anonymization is gradually criticized.
However, some scholars insist that the deidentification or anonymization is still
effective in protecting privacy because the rate of reidentification is very small.
Similarly, the U.S. courts are also divided in their effectiveness.

In facing the conflict between deidentification and reidentification, there
could be some solutions. Firstly, the key point is to adopt a reasonable
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deidentification standard, thus reducing the risk of reidentification to a not
important degree, rather absolutely ruling out its risk. Secondly, data controllers
shall evaluate the risk of reidentification and thus adopt the technical, legal, and
organizational safeguards subject to the principle of proportionality. Finally,
statutes shall include civil and criminal liabilities in order to prohibit improper
reidentification.
Keywords: personal data, privacy, big data, identifier, deidentification,
anonymization, reidentification, freedom of expression, tolerant
of risk, General Data Protection Regulation






