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= BIE : EERRY

BIEBR A& T FE AT B EER ISP T B Bkt
Ry AP TE R > TGRS B FIRSEE_E A rT a0 - FRINEUE
FHBRER R - 8 15T S A s B AN T HERR BT - e BESI AR T AN AS
ARG 1THIE -~ 55 - MBEE R AGETZRFII6E - XL SRS HRC 8%
#F NSRRGSR » KRy 2 AR B . (AR
FHETERT) - BIECEE A A e A A4 B EEN - a0
DR~ DB EIRBRSE? o R FE SR HRIN R B » BRAE A B AR A AR
TR [ > BRSO R SRR ~ EL 2 At B AL - AT HERF B RRAY
RO he 22 % > DU ST A A PTG > EARRERs 1 H Ry B AR - At
It > RSB RNE AIE BotT sk ESE T 2E  FRAPIRESAT St 225 ] DA%
fEtE 2 A E N RERE > B = ARSI R -

TEAE - PR ETRET T R B IRAIERA] - K2 T B SR A R B f B S a]
FLEFNFR - e LR AU B R R AR ATEE - (B
b - B R i m i - DU BRI R A 1% - 2EBAIA K
EPE E e LB MENE AR Z2 21 - b AGEARAREE - Hrh
FE T INESREEE A - R R NS © BRItz b IR e AR
Bz s RIS — g AP A o » BRBIREESE - s A O A e R H e
A H AR A AN PR A B O i 28 A B R e VA R U2 A
BRPERN (AMEHRRIR  BERER L R SR ) - (ke ]
FHRRENE > [EIE AT EOREE NN H BOE RIE (R AhEiE kM) - 46

1 See Orin S. Kerr, Searches and Seizures in a Digital World, 119 HARv. L. REv. 531, 569
(2005).

2 Garmin  #9 uhL ,  https://www.garmin.com.tw/products/intosports/forerunner-55-
black/#specsTab (Fx%E&IE H : 07/28/2021) -

3 A. Michael Froomkin, The Metaphor Is the Key: Cryptography, the Clipper Chip, and
the Constitution, 143 U. PA. L. Rev. 709, 720 (1995).
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I B frlfkeait] - X R GRS R @R - FrE IR ER HTTP (GRS
At € > HyperText Transfer Protocol ) -~ FraHYEENER A KGE AN -
feagsEiE - A0 AIRES 5 stk v] DU Rt A R AT s R aiUg, » 2l £l
EERESRRH TN EE BT B E - AT T DU s T T AR R TS
By SRR BEUE A AR R M RESTRE ORI A A RS S 63 S0
A2 B R IR AP BB X - Bk APIRTAGERY » BUZ HTTPS (ESCK
{HigZe 21 > HyperText Transfer Protocol Secure ) - HTTPS s Fi & kol
B AR 2 P R EE NS (41 SSL 8 TLC Z&1E) - Bk &M
BRI AERFATAS YA 58 B 1 - Rl PR HORAE AR e
B+ e AMTBE PR RS Y 2 2 T R AR HLRR R R

N5t I SEER N RA IS - B ) RN T A
FRE 2 R N B SERYEE - R SU IR0 7~ 7T DARR 2 M BLR A 1A T BIRYER
B FREMREE - RS RE B o F 1993 SRR R LR R
> F3K Ramzi Yousef ghinw 1 HEC RIS RIS - AR 738
TRAHARAEERE® « thIRILL - ANFTIRIE IRl - B T Bk Reakdl RSk
SRS - R LA - A % rTRE AT AR Inags Sl 5 =07« Hrpiz

*Webdev M ui - ( £ f& Mk %= L B M HTTPS )
https://developers.google.com/search/docs/advanced/security/https?hl=zh-tw  ( F%#% &
¥ H :05/31/2021) -

5 Roberto Suro & Elizabeth Corcoran, U.S. Law Enforcement Wants Keys to High-Tech
Cover, WASHINGTON Post (Mar. 30, 1998), https://www.washingtonpost.com/wp-
srv/politics/special/encryption/stories/cr033098.htm.

6 See Tom Winter, Tracy Connor & Pete Williams, Comey: FBI Couldn't Access Hundreds

of Devices Because of Encryption, NBC News (May 08, 2017, 6:17 PM),

www.nbcnews.com/news/us-news/comey-fhi-couldn-t-access-hundreds-devices-
because-encryption-n730646.

B R AT E S0 ~ JE T8 - e iRl ~ MR BRI ~ HRast i

{58 FE R S B SO e A MR HAS-BA SCEE J5 = - See Orin S. Kerr & Bruce Schneier,

Encryption Workarounds, 106 Geo. L.J. 989, 996-1011 (2018).%:#% /5 =\ ER n]RE ] LUK

JENN » AB AR HIRE] - DUISE3 R B - HARNE - IS SkeE B HA

BAIREEE ~ S BRI BRI - — BB TE MR BT DA S e

HIRE < a8 T EERES Dl » IR AR < 1558 - S H B SR T8 i

-~
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— IS (guessthe key) - SEEIZREIERYE - EEHBIRYEEN > BEAE
HHE B PR - S BUR AR RS (B8R - BIRINEERIE SR
HEMFEIE PR ZE - BPIZER » 7E United States v. Lopez 428 » E4XArH]
WS A TEN BRSSO E NS - RPIHIIR B AR IRGE - BRIk
A H WS T B S - R I Dbl DA 5 A 4 S T PR 35 i -
A5t - A RATARIEEILL TR — I FEREUR - AR ALY B
Hh o G 159050 FH g8 T 10 [ERHRI RS Hod B Y2 1234
FIGET 4%° - B > TES BT SRS FI R EnE b St
2K o T e e B DU SR U R S A - A3 > MGG DA PR 7 =05
PRSBSOS RS NS > 8 FARMRER - BRNTELE NS SEE

RS ARIBRRLAERS 2 AR SR IS TREZS AT VAR iy s = AR
FLARE 2 JRBN > TEINZ RS SR B AT BRI A B S B 3 i LA E B
EERAES E IR SRR RAAAT ? BRIt - AIRE R B EN Bk
WfRAR ZE e - SR BB RARERS ST - R T EEERIAE CTHE T

77 o SIRTRER FTEEE A BB SRR [ (Rl RefIfA N BT s BB A
TG 7R A5 - See, e.g., MANAGE PASSWORDS, GOOGLE CHROME HELP,
https://support.google.com/chrome/answer/95606?co=GENIE.Platform%3DDesktop&h
I=en (last visited July 22, 2019).<&$@th & SR FTRERETE MRS IR S 5 ATt HERYAERE
BEREEEE B ERE - B PubBBAEREM ISR HREEIGE &6 - B8
AR B A BUEE B ERSTHIS RIS - N i
BEMIEEAR G TTRERINE - BRI LA SIS E8 - A RES T LUR
e it 0 (RIS - B UWHBELIE ERR P IS E - LERF  ThERE
HIREEGEANEE S E o LB FSHEEFS I /7 ABE fE United States v. ScarfoZg(180 F.
Supp. 2d 572 (D.N.J. 2001)) FR{sEpR 3 T DU Sk $Ecstim A AR 7 IS <58 - EE
PR AN R 33 -

United States v. Lopez, No. 13CR2092 WQH, 2016 WL 7370030 (S.D. Cal. Dec. 20,
2016).

See Daniel Amitay, Most Common iPhone Passcodes, DANIEL AMITAY BLOG (June 14,
2011, 5:30 PM), http://danielamitay.com/blog/2011/6/13/most-common-iphone-
passcodes. HFTtHA T ML » —HB FEMBEEERCRR - S THZEL - 0%
FERFNYZE - HHRER (08/12/2019) » (e KIS ETEIRE46E HIEL
BRI ) o https://news.Itn.com.tw/news/society/breakingnews/2881623 ( x4 &IE
H : 10/30/2023) -

©
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AR ) ERIEER - A DUR R HER SRR 2k - iR © Al
REFETEN  BEEANNEA R - BTN - RENE
:.i.m AR R RN EER - REGR B M - A S R 2 E L e
G I AR RPRSUERVE T ONFRES 158 ez 4) -
Eﬁhﬂﬂ%ﬁ%ﬁ?ﬂT fEEAE I FR LR DU AT e K2
LT aR - TR H AT LAVRH AR R R E © T e
BEEHE  ARERE AR ERENTEIRE [ - BN
FHAE R % R L ) 1 P RGO ok B T 1S SR TR - 15 AR HRG ﬁ*jzﬁﬂ‘ﬁ?ﬂ(
SUBRE - B EACE I RS BB M3 A i BTl 35 i B P o PR RGHC 2%
NGRS =~ WAERHRRIRSR ~ AR ERORREIA G o o (BR 2L 5B L) IR
EU ' %ﬂiﬁﬁéﬁi Aiﬁﬁi?’ém%ﬁi@zﬁ‘«_ﬁﬁﬁ‘l‘iﬂgﬁﬁ ’ EX&T%DD@?&F“ ﬁi? T

Hﬂ( ° T&ﬁ(ﬂ’ﬂﬁ%&n‘%’%ﬁ%ﬁ ’ @’fﬂ$éﬁlﬁﬁﬁ%ﬁﬁ#&ﬁﬁﬁtﬂ’\]%?§ °
AT FEAB S BB BRAS SR R ST A B A 2 (S T A s
f%:’f’““ B2 W DLE E i o (BAERZES HAR T EUG g 22
REATRIGMR L LAyings 2 BRBIZEE - iR =B H S i S i
f%: EAREIAPANGNS [ SRR > RETREELRE T LU ? R =R AR 2L
ik R EECKINE - i IS SHEEANIG ? SR e S U HE RN
EBEEEE SRR A REFI AR — A BRATANE. ? R s ] < IRRE Fry
SRR R 2 SR B SRS S 2RES » VTR I NUE - 5 ST
FESEATRE SR R N R - T EREASEEIR (B
AEEIL R L ~ HBREBERE 3 AR ESE ) B IRAREE A 5
F= NEBRMEA AT TR E ~ fETr sl - BN Al BN R
HPNZ BRGHCE  AMREEIGILIRER - BIEATHEERRE T L E L

10 B IERAN [ BT B H R RRAL R IR - rILIZ2 I EIENE (2004) -
(EATE R PHIR U TR - K3 > CRrflER - #rfeliE) - H83-91 > Julit
250k (2015) > (BIBUENEEIREUUIHEE © <B4 CPSIEHEAH B H
LHER) o (BEAEEGREL) - 4431 > H880-889 -

YRR REAE20204F H AR B I TR HIE - (HESHAR TP &ilis -
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JRE > INMPAWIEZ o W] DAETRARAS A M R AR B R 1 ] DA%
et g ERIIRSE - s IR e - S T BERRE - HhRy
AR > BHE DRI RALE -

b S E e TR AR R AMTE B RIEEE R EE S
BHRSRAUIRT » DUR R inasAts 2 sz i LAY A5 1A < IR IE R A - 7t
It - RBHEE R O RT3 e ARe (i - SE MR 7R EhER
WFFERR - SEEEAE BAHE AT IRET THER AR - P DIZS {55 - DUT i
S B IR VAR S B A R RE DR I A I (B PO e {1l 1
TTERARIIT - BoL  EAEENE S B R RS E A G BIIER - 2
AERREEIREGALE © BT I BRI st T sz A RERARERY
R (2) - ZBREBAE AP ALE - fE—E AN ERShEse by - 5t
AHELAHABI A AR TR - S8R SRR » BT BUe
IEFRRES LR S EIRRALIAF (B 7 LSRRI SR am By -
e AT LE - R SR AMPISRIEE AR AL B 25 - S8 AR
HY LIRS 258 ? IR ZE REAILELEE © () - &A% - 55— R sg
TEBCR ERYAEEYIA - BRIIAFELL 3 - JERRAYIG MRk (BE) - e
R FTERIERARS R (3R) - WHEERWIRYE » BBk e gk b
PSS BRI B TR 2 - S2BEPSE - EEEIE MBOR b - BB S
HE— S PRFEHAMBGER TR A A s (3) G1FSF - Rl ey
AT > REEETHAE T » 559 H R ST -

8~ IEREE

I > IR A R DABSREASC Y (plaintext) $EHE—E RN - w2
Fo MR PR ST (ciphertext) FIBTEITES « B TEHRATSCE SN - B
RIRRA B R n] DUE I iy - 358 = AL T by > BESCHRAY

1 R HZURIR—E R > AN RES A SR IR -
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ARV HERR AT DL RIE R e SRR A » BRI BUREE RN - — i
FKES (400 FinalCrypt“sig VeryCrypt'™) i Sifaines st R SR BEAE
BAEEENES - AHEEIC BT SR8 (encryption key, key - 5f
) o AT LURE SGRIFUR IS - g > DUEE MR MR A 385 - (B4
4 ERSEER B AL R R - E AR I e A AR TG Ry 258 g Tl
i o

— \ FRRBE

TV 2 R JE I PR B » AN A IR 2 R S iR E D A A
Bl - AR E E R EEFTRE > AMTERMEA 7=\ RainE 7

7 o BRI E TREE ) o HERSH TR kT EBE ) ARRESERR
S o JERAECRHEEE - JILE DI SRR A - R R - Tl
BITHIERHEY - BRI FIERARIND I T TN - HeB R it
RS - SR LU B E R B A  (XERERIRT T A EEE T - BIEE
AP E TRV RE R RE - RS T B EGEREE - FEPE T IS, - IRk

B Rtz A - ABRET R - B INEE Sl AT IRGER AR - AR T A R -
Tk RS EUREE - B RN F R RN AN TS5 (speech) 5 - LA
IR A ATRELRGE 7 AMBIBEEL - thEReE 7 AMMERE LA IReER SR
HEH - See John A. Fraser, 111, The Use of Encrypted, Coded and Secret Communications
is an “Ancient Liberty” Protected by the United States Constitution, 2 VA. J.L. & TECH.
1, 2 (1997); Norman Andrew Crain, Bernstein, Karn, and Junger: Constitutional
Challenges to Cryptographic Regulations, 50 ALA. L. Rev. 869, 870 (1999).

4 FINALCRYPT, http://www.finalcrypt.org/ (last visited Oct. 30, 2023).

15 VERACRYPT, https://www.veracrypt.fr/en/Home.html (last visited Oct. 30, 2023).

o TR EE TLETE 0 (ONEE - BERE - AT EEE) - https://ctext.org/liu-tao/zh

(Ixf2BI%H  10/30/2023) -

VTR EE LS (RREE - ARBEERTE - )

https://ctext.org/wiki.pl?if=gh&res=817018 (fxf%&I% H : 10/30/2023) -
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HEICIRE L - KIPETCRT—HEACH - B (Julius Caesar ) 5k ELASHI I EESC
EORAEAS R - e AT e Ay T R -

AE XA FORHRIR - SRS A I ZE i T S Ry B SRR A - I s A7
LR IR AT APEPEIZ S 1 BE - (EAE I B B B i 5 IR Enigma 5
% (5B > DREEAS DU R R YRR R B T S 2 LB >
SIS LAEEEAY o TE[R—{ERF I - LRIt i T H AV i P 2%
15 FEhR BAYEREE LHUS TOCEMERIRSF] > A R o R S
AR « BR T HEBEREZIN - RERERE TR T InE A ARREE. -
DUR 5 E BBk G - 75 19 tid - g2 T Ermi e —
IRf - FHEANS ZHE I A DUENTERS (Morse code ) #5% » HfRE S 2R
WSCE P I EE S S [ — i A RT DABR RIS » Fr A HEH A - EER
BRTENEW SIUFRIT - S EA R &3 - JUFRC AR T e USRS
BOEE B W e A HEE S - B R U R A 2R AIERE,
DUEEILTE - AR AR LR - (ERiE> -

RERIT L AN R B AT LURIRE » FRUE BN SRRt A S — i AT oA Ry
HEHTEY) - T2 A H IEARBIERIED - 2R fEBEERIEIIAZ - B 7
NIRRT - 4 T2 BaEE -

— - HERIMB R AR

AE I B - ¥ B ESEE: (cryptography ) - FRSEATEYE — 18
(PR ~ B R HeAth T =R B LA, - BE1S L UG R e NRES R B

8 Jason Kerben, The Dilemma for Future Communication Technologies: How to
Constitutionally Dress the Crypto-Genie, 5 CommLAwW CONSPECTUS 125, 125 (1997).

19 Thinh Nguyen, Cryptography, Export Controls, and the First Amendment in Bernstein
v. United States Department of State, 10 HARV. J.L. & TECH. 667, 668 (1997).

20 1d. at 668.

21 See SIMON SINGH, THE CoDE Book 60-79 (1999).

22 See, e.g., Allis v. United States, 155 U.S. 117, 120 (1894); Buckley v. United States, 33
F.2d 713, 716 (6th Cir. 1929).
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R H P AR HIBE R EM? - BB EY RBIWEEF - —2 %
(encryption) » —2fi## (decryption) - JIZHERYE @ EiB<Edh (SRS
ff§) (cipher) - B 2%H5 (code) - KFm] DABRfEEGE —fie AT LIBRERYERE.
BT (—fils THASC (plaintext) | ) R fGEE T iR U FRAYIE L
(ciphertext) * o finE sl A58 - o DAFHREE SGRIFURHASC - i A8
N2 BRBIARER » LL 01 3 a» 02 {3 b 03 5 c» fRILKEHE -
0919121206182107 #t 2 iselldrug « NSRS HIE TR B BT T AR -
0919121206182107 A2 —EH G HERIVE T » B AERTRAY TR
B F PR AL g DAAE Eh EER R - 5340 FEE— a4
iselldrug FEEHASZ » 0919121206182107 HIEHESL ©

A BIRERERE AN - AELUR I - IS EREE » FEBREERYID
Frh o SRR 7B - SRR AT R EA TR - IR
BB LA - YU AT A SRR (e SR RE) %
A2 P o AR B « RRI LT R AR A SO B i B S GE R Ry BASC
HIEEH - MAEHEEEY - 2B BIESEIE AT FREERE - IR A S
W ORI AEIRAGAGNENAE - HE L A —RANE R ke - A1)
REBE A T AHRIRGIR GRS (A — M N RrIRE % - R P EE RS-

= TRVBUERMEE

B WA B EASE L BT 2 - JE R Th th SE It vz - s
ATDABE AR B — S (AUREA ~ PR B B AR, ) MIEGER - ]

23 Froomkin, supra note 3, at 713.

24 Laura M. Pilkington, First and Fifth Amendment Challenges to Export Controls on
Encryption: Bernstein and Karn, 37 SANTA CLARA L. Rev. 159, 168 (1996).

%5 Kerben, supra note 18, at 125.

26 pilkington, supra note 24, at 168. SE#45 » FILIRIARL ~ PURIEAE R ST 3 -

27 Crain, supra note 13, at 872.

28 Microsoft Ignite - ( Bitlocker # #l ) - https://docs.microsoft.com/zh-
tw/windows/security/information-protection/bitlocker/bitlocker-overview ( %1% B8
H :09/30/2021) -
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DLz FAAE Rl i R i A A RS, (AP A B B R aE & mas - BB
By Line ~ WhatsApp SERIRESE ) - Fl40 » {EEAS i - ATDUH I kes
HIZINER BRI RS - BREERTEIEL - 2EE TR
AR PRSI - B A FTE E A BT BB T 250 ~ HRRFE R
a4 RESREE - S AYEER - 7F 2015 4F-4% - B Android
6.0 BUEHTRRARTERRIRAVITEIE RS » (2 LARTAY 7 U EaE A n &
¥} > Apple Y iPhone it it - AFZEhngs (tughdatin L) % - R
WA ERERYZERS - IREE IR A L PR ER - LR R P2k
2 B i AR B AR R AN (%) <8l - [KIBL - 6
FA& P A9 - R B R S smfh - SR I A RE 5w 0 -
MRk - B ERS R - S &R AR (BU2AERRE0)
fi 7S A RISIR RSP R I AR -

TERT—RE sl > 5 P B U B DU A5 ~ S ERERY Y ~ #2
RFERCEGR A SREEE J7 =0 DUEET TREZSAOIEZS « A58 - I (%) Ay HE(E
27 AT LURFERE B e 23 A ST Tl T - BEl 1 2iE
BB ILE B AN - AMMTERITENESS ~ WhatsApp 502 Line FiRieETid@as
IKF o BEES - BB R S E NS » B UHEE SR A RERERE
figgSt o Fr AL AR I I BT - 4 SSL SR E - KA S a UL A B
MRS IE - R8BI ER i E T - F AR T IR
% (asymmetric encryption) | - fEiEflE i ERYEEEIEH - & AR —H M

(publickey) - FEMEGXENEZHARMEEE, - BWCEHILIELH (private key )
SRAFEES < JREN > A HRE FIZITE - LSRRI I A « [RUR s B i (o

2 E.g., Yolanda Shelton, How to Encrypt & Password Protect your Files with 7-Zip, 7-ZIp
HEeLp (Oct. 18, 2023), https://7ziphelp.com/password-protect-on-7zip.
30 See Kerr & Schneier, supra note 7, at 994-95.

31 See How to set Letter Sealing, LINE HELP CENTER,
https://help.line.me/line/?contentld=50001520 (last visited Oct. 30, 2023); About End-
to-End Encryption, WHATSAPP HELP CENTER,

https://fag.whatsapp.com/en/general/28030015(last visited Oct. 30, 2023).
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WA E RIS AT Ry T IR S =0 | - bR T A AR B2 IR a A -
e HAB B B2 B A B A SRR 75‘( FERTALAT A
e iR B BEA: - WHETRR > 2EENEARENFEATT
A SRS - HAUER BB TGRSR (g ) BATERE -

NERaYRE A

IR EN > 2k TR A SN AR - SO HE DR A2
gt BRI ZS - Al (EE g HISKER - SR SRR I r T
#3R e Hp i R — 28 Be— T RERY S - G H bl IR <56 -
e 20 2 R Z B SR IR f# (the brute-force attack ) -
FHE — R T R AR TS - F R RFIRIH G Bl R <5
W WEI - AR L2t e R ERn TR S E - LATER
AWFRE - B SRR S (SMEEEE) » SmnTaetkms
SR A S HIFHIHZE - SIRIVREBE - INERNRE (B0 kg
LA o Pl IR R HOERRE T - S BRI P TR IR - A
i R RS E R AT -

nifﬁﬂﬂménﬁ H riH RAYn# £ 2 AES (Advanced Encryption

Standard) - H4:38 (%) REEATLUZE 56 - 64 - 128 ~ 168 ~ 192 57 256 {1
7. (bit) - ifﬁﬁT IR - —4E8 128-bit Fy<E3f T DU SRR /70
aN By “0111000000000000011000010000000001110011

00000000011100110000000001110111000000000110111100000000011100100
000000001100100 000000% - 256-bit 14)<:$8 HI 2 A IR - AR

32 Email encryption in transit, GMAIL HELP,
https://support.google.com/mail/answer/6330403?hl=en (last visited Oct. 1, 2021).

33 See Kerr & Schneier, supra note 7, at 996-1011.

34 Pilkington, supra note 24, at 168.

% SHEEAE L AR RS e D7 HEER YRS (hexadecimal notation)
2 - gkiy4s o e ©700061007300730077006F0072006400” » fEiif
ASCII/Unicode - HiJi&“password”;& {5 W BB -
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T3 2R 128-bit B2 256-bit KRG o (0 AT SIS ENS -
% ] DAERGIRF A PO 64-bit REEAVENES - [EERH AES-128 BIINZE - 3t
B ARECERAVER iR HEE S (SRR - BIGEHER
e ERTEURAS (B ek (B — RN E B Ean B e H
FEARER R IR 1% » B EASA A E I E SRR EE S - 1A [EARE
(S E A A R 1 A B RS Y 22 A T RE - B4 - 4E 5 K
ANETGR - HBEE 10 T RESIHKEA - CRFRIVIR > GiEE
BRI A > BB o 28 10 K ARG IIIREEERT - B iist & B BIER
AR P ATE R - BMEEEIE - BRI DhRERR & (A iRk
DERBAGBUR - HHELRTED - i v DR IR E R L R E AR T -

2 - BISHVE LUK 0] A4 12 ER

IDNE L NEAI AP A I s iaeh L (VA= £ SR 4 1WA NI Er SN SN N E St DL SR
e - FRRA B WHERRE R B IR S RF ] - A T RERR ik
T FHEIRE ZEh B - 2 M ARMERHRZERER - /EEEEE T &AL
oy AMTEP A R AR 2 A S ERRRAIIR - IRl & A IR A SE A 2
SLLE - FFEENVISE RV E BRI - DIRAERRGER RET 2 -
Bt e DUBAR RN thB e d T - R DL LIRS > A sEZaRein

36 BRUCE SCHNEIER, APPLIED CRYPTOGRAPHY: PROTOCOLS, ALGORITHMS, AND SOURCE
CobE IN C 151-54 (2nd ed. 2015). See also Crain, supra note 13, at 872.

37 see Adam C. Bonin, Protecting Protection: First and Fifth Amendment Challenges to
Cryptography Regulation, 1996 U. CHI. LEGAL F. 495, 503 (1996); Elizabeth Lauzon,
The Philip Zimmermann Investigation: The Start of the Fall of Export Restrictions on
Encryption Software Under First Amendment Free Speech Issues, 48 SYRACUSE L. REv.
1307, 1318-19 (1998).

3 See Jack Date, The FBI and the iPhone: How Apple's Security Features Have Locked
Investigators Out, ABC News (Feb. 17, 2016, 8:20 AM), http://abcnews.go.com/US/fhi-
iphone-apples-security-features-locked-investigators/story?id=36995221 (last visited
Oct. 30, 2023).
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IR RAE IR i 22 e A & R BAAE H O RS R R - Z25re

¥ BGIAGR - BB L RRESR IR R Z A - Roland Pease,
‘Unbreakable’  Encryption  Unveiled, BBC  News, (Oct. 9, 2008),
http://news.bbc.co.uk/1/hi/sci/tech/7661311.stm (last visited Sep. 27, 2021).

40 See, e.g., WAYNE R. LAFAVE, SEARCH AND SEIZURE: A TREATISE ON THE FOURTH
AMENDMENT § 2.1(d) (4th ed. 2004); Christopher Slobogin & Joseph E. Schumacher,
Reasonable Expectations of Privacy and Autonomy in Fourth Amendment Cases: An
Empirical Look at “Understandings Recognized and Permitted by Society”, 42 DUKE
L.J. 727, 732-33 (1993).

41 California v. Ciraolo, 476 U.S. 207 (1986).

42 d. at 209.
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4 1d. at 215.

4 1d. at 223. (Powell, J., dissenting) (“[T]he actual risk to privacy from commercial or
pleasure aircraft is virtually nonexistent. Travelers on commercial flights, as well as
private planes used for business or personal reasons, normally obtain at most a fleeting,
anonymous, and nondiscriminating glimpse of the landscape and buildings over which
they pass.”)

4 See Orin S. Kerr, Four Models of Fourth Amendment Protection, 60 STAN. L. REv. 503,
510 (2007)

46 Bond v. United States, 529 U.S. 334 (2000).

471d. at 336-37.

48 |d. at 337-39. See Kerr, supra note 45, at 509.
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4% See LAFAVE, supra note 40, at § 2.1(d).



MEEERFHMBEEAESR 1047

e fE A IR RIS TR 2B T B sl R A RER iR - (E S ik R TR IS EARE
URFTAI P SERES SR HH 02K - EREH A B2 i A GRS RLIIIRT 2 JRR > RE
ARELRGHRALIET - B2 SRR B IGE S RE T TR N - T Firicst 2
i BRI (8 A LR - thrT DARIGEE —(EFRIA S B - B
ARG AR A R L SR SR A 2RI E - TG T[RRI RR AL PR - fEd
SN R SR S R R B - #RREST AR SRR ALY - [AIAR
H o WRERECE BN BN AR REY - N EA e 22 HAE
Hfl AR IR S R » SR T AR S IRRR » £
B LBEISME ATERRE - FER A SR B (A ~ 25 B SR R IRE S ]
DA ZE ek Bl P o FH R > #RAS LTS T oRAVRSRAME - TEORFER A8
R A AR - A IR S A AR AL RE A PRRE R < ) - tERE FTLATS
EIMHRIRRER - JRR - BN R DR - N AAREE: (A
BB ZH AR ORTE - WKL - AREERI R P (50 A BN Bl S LA
fift > WERE R I BRAAR S EREE B AR AT DL IR AR S B R ALY

(=) R#EHRRAR

RATREE HiE > AR IRH R B A R R E B EUEUE A A
FITRIEN = B T RE - (HANEE— 2K BRI AL R REAE AR NI RERIP » PRAE A MPIRY
TE A ANEE AT A B AR AT ZL < JRB - 4R AR E L] DUERSR il
& AIRRRIBEERES A R M AT ARV R IHEZE NS, - A RE LR G FHEEAA
SRE - FS R FR R I B RO R A G IR IR | ARSI A
KPR ERIE - BURPERRIREE Sk T REAGERV G - IR H A AR > S A
ZEIERMEIIIRE - BREAME - SEERRRAMIRIIRIE S - DURSIRTERE - ZIHH
Ak FUE SR BB - IREESREE (T EER L OREARAVECR -

50 United States v. Ross, 456 U.S. 798, 822 (1982).

51 Kerr, supra note 45, at 524.

52 Orin S. Kerr, The Fourth Amendment in Cyberspace: Can Encryption Create A
"Reasonable Expectation of Privacy?", 33 ConN. L. Rev. 503, 512 (2001).
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53 See Kerr, supra note 45, at 516.
54 Rakas v. Illinois, 439 U.S. 128 (1978).
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57 Florida v. Riley, 488 U.S. 445 (1989).

58 |d. at 448.

59 |d. at 451.

60 United States v. Knotts, 460 U.S. 276, 282 (1983).
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61 Kerr, supra note 52, at 511.
62 Kerr, supra note 52, at 517.
63 Kerr, supra note 52, at 518-19.
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76 1d. at 398-99.
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The Decryption of Encrypted Files in Criminal Procedure

Rong-Geng Li

Abstract

Computers have become an integral and essential part of our daily lives. A
huge amount of digital data is exchanged among devices and stored in various
storage types. With this increased reliance on technology comes the growing
concern for data security and privacy. In this digital age, where personal and
sensitive information is constantly being transmitted and stored, it becomes
imperative to protect this data from unauthorized access. One way to achieve this
is through the use of encryption technology. Encryption is the process of
converting plain text into a code to prevent unauthorized access. This technology
is widely used to secure data, but unfortunately, it can also be exploited by
criminals to hide illegal activities and information. This makes it even more
challenging for law enforcement agencies to carry out criminal investigations.
While encryption provides a certain level of security, it does not automatically
grant individuals privacy rights. In fact, the use of probability theory is not a
suitable explanation for privacy. Encrypted files should not be equated with locked
containers such as rooms or suitcases. The contents of encrypted files may be
visible, but their meaning may not be understandable. Decrypting encrypted files
is similar to interpreting a conversation in a foreign language or searching bags
with sniffer dogs. Moreover, encrypting files does not provide absolute privacy
protection. Law enforcement agencies are allowed to decrypt encrypted files that
have been legally obtained, without obtaining a warrant in advance. In conclusion,
while encryption technology is an effective tool for securing data, it does not
provide complete privacy protection. It is important for individuals to be aware of
the limitations and to adopt a multi-layered approach to data security and privacy.
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This may include using encryption technology, implementing strong passwords,

and regularly updating software to stay ahead of potential security threats.

Keywords: privacy, encryption, decryption, crack, reasonable expectation of
privacy, search, warrant requirement



