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L Andy Greenberg, Security News This Week: Attackers Keep Targeting the US Electric
Grids, Plus: Chinese hackers stealing US Covid relief funds, a cyberattack on the Met
Opera  website, and more, wiRReD (Dec. 10, 2022 9:00 AM),
http://www.wired.com/story/attacks-us-electrical-grid-security-
roundup/?bxid=611e04ba9530f748ee0a46b2&cndid=66076897 &esrc=bouncexmulti_fi
rst&mbid=mbid%3DCRMWIR012019%0A%0A&source=EDT_WIR_NEWSLETTER
_0_DAILY_ZZ&utm_brand=wired&utm_campaign=aud-
dev&utm_content=WIR_Daily_121022&utm_mailing=WIR_Daily_121022&utm_med
ium=email&utm_source=nl&utm_term=P4; $&ET] (12/06/2022) - ( PEHEEZZEEL
6. LETE BN | R EREE - TREIMNZE) - hitp//tw.news.yahoo.com/
B B TR HY 6- LR TT 2 1B T IR <8 - e B Jm 38 B -1 2% | M 2 &5 -075702499.html
(B H © 12/22/2022) 5 H R (12/07/2022) - (FEHUHE - BIUGHGEE&
# wroBk WOBk B OB Bt ¥ b B OB O%F & B
https://news.ltn.com.tw/news/life/breakingnews/4147163 ( £z {%&1% H : 12/22/2022 ) -
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BB IR R B 4 B L - MBI RES » 1441 DPR( Dread Pirate Roberts ) -
R RERFIARY T N UFE LR " Rk (SilkRoad) | 8k - EFTAEIEE) K
EEEIRE BT ERIINE R B T R EA R SRS EC
ZEBEFEAE® - AN EERR SRR R - HfiE CEE ST
TR I L IRRE - A A BRI S HOU TRIREE A - SEBIRRFRF A
JERERIRE K TGS (goingdark) | * - MEIEREAEEEIL
FeEE MRS < EAEFOERB R IRE] T kB RIRER KoL A HE RS
KAEREDT » SR AR - B s EE - L R P BIRIE EE f
FERAE SRS o ARIM - MEESIUTRES L T S TN S2 1 S A PR - (ELB
B RREA R AR B S S FU 53 O

TS EIUEIRAE RS IR TR A f3 SRt AR bbb E i A e
ZEREEFH N EHAERHZEa (the Advisory Committee on Criminal
Rules for the Judicial Conference of the United States ) - I EREREFAVEE S
B EYE - FOREE T a i BRI R IR EREAERE - 15 2016 4 12 H
TEFTRRFRIN RERAL AR - BEE T 5% - 05 TH 5 bR T H AR R R
AR A R FR M AR O B T RS P A L B T 2 P ol B A
SR PR RE A5 = T BREEUR (AR E H A G el F AR BRI NG il o

2 Devin M. Adams, The 2016 Amendments to Criminal Rule 41: National Search Warrants
to Seize Cyberspace “Particularly” Speaking, 51 U. Rich. L. Rev. 727, 730 (2017).

3 MARC GOODMAN, FUTURE CRIMES: EVERYTHING IS CONNECTED, EVERYONE IS
VULNERABLE AND WHAT WE CAN Do ABOUT IT 194 (2015). FhEE ML AR 2 FE20114
2 A BAATREE A AL - —HF20134E10 » A ISR RE A e L HAER
RZBTE - TEE B - RRIESHEUEIE S | TR0 2 EkE B - & S#EH T 100
EED FRG > EAEBI2EIEESNIEIL - See also Ahmed Ghappour, Searching
Places Unknown: Law Enforcement Jurisdiction on the Dark Web, 69 Stan. L. Rev. 1075,
1077 (2017).

4 See generally Going Dark: Lawful Electronic Surveillance in the Face of New
Technologies: Hearing Before the Subcomm. on Crime, Terrorism, and Homeland
Security of the H. Comm. on the Judiciary, 112th Cong. 10 (2011).

51d.

® Adams, supra note 2, at 732. SERIFFANALIEE L6361 (a) » tHENAZAEE AlERE
PREEEEERESAR -
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Ly
HE - ENERBIED IR CPHEEE - 1R 2017 S8t ER T
IR TR IR PR (S B MR IR I PR (A BRI AR ISR
FEAREREA - WMBIEB G R R AR RS - FER S E R b
AHANESE » FO R RS T F RS DU AR e SR (A s T Sl
LRI OB R e man B MRS IR R ER B AR
HrRfEiies o EEERS A TSR AR > X ERZENTT o RN 2
1 [ Rl i R o e o R (RSE R 5 D el - AR B b BB
YRS > SRS R H B2 E5 7 AR R GRS - HRTERH L
AR LI A (R it < J750  TERE B IR S ER s L HEGEIE KRy
HREHS s R th Ay N L BLES - SRARREE NAEERAVIE - RIS
A AR PR B AR s - BRI R (EL AT At g ~ RS - [XIIEE > otk
FEEENETE T JEAE SR AR A T o 28 H O B 1 OO i
RIRCSFAR A SR EMR R < SHANA A 20 FTREE T EERE 5 o - B

~

RicCHARD M. THOMPSON Il, CONG. RSCH. SERV., R44547, DIGITAL SEARCHES AND
SEIZURES: OVERVIEW OF PROPOSED AMENDMENTS TO RULE 41 OF THE RULES OF CRIMINAL
PROCEDURE, Summary, 1 (2016).

Letter from Mythili Raman, Acting Assistant Attorney General, to the Hon. Reena Raggi,
Chair, Advisory Comm. on the Criminal rules (Sept. 18, 2013) (on file with Advisory
Comm. on Criminal Rules, April 2014),
https://www.uscourts.gov/sites/default/files/fr_import/CR2014-04.pdf.

S ZRE5HE (2018) o (WIBSEMEMIEER) o (CRRAHEW) » 294310 - H50-51
EAR (2019) - (CEBBAEERAGES B | NSEFREAMEMF TUE? ) - (Zdk
REREE ) » 1120 » FH196-198 5 Seflesdy (2020) - (JHZEEREA LAURE 1SR
(Online-Durchsuchung ) BEJHESMEREE 22 (Quelle-TKU ) - 5 [MERYDAZLME KBTS |-
RIS ) - (FIHBCREUTEMSGER ) - 230 » H461-484 -
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IR CGEATE R ~ RAEMER R IR IER B ~ SIRREEMEL: ~ IR
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1 OREVESE (09/21/2020) - ( (RIEEEL) HERERICELME HAEESESE
SERE ) http://lwww.storm.mg/article/3041589 (fx{%&I1% H  01/29/2023) ; %
FOLLAW (09/22/2020) - (BH&EE: > & K22 ? HMERFER 72 ) » (HHEF
W ) o http:/italk.ltn.com.tw/article/breakingnews/3299617 ( fx % Bl & H
01/29/2023) ; WkigHL (10/13/2020) - ( BHIEEIEREZETNT © 2R TIERER
B1094E10 H8H AR B B Ra) - (HHBBEEREREBIEEEM)
http://www.btlaw.com.tw/h/NewsInfo?key=0227079976 &cont=264581 ( 1% &I H :
01/29/2023) -
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FEERIBOED - IR 4E RBIRH R 2 i SR - SR A
[R5 James B. Comey MA{EMR#EITIEE G RR » (EPUEN BB TS B
AR JUSEE B RR S ARSI - R ERHOIN S A Al B 25 (virtually
invisible ) 23 » B IMEEBERIRERS R SR AT - H NS inghEe
WIS B PukE UL FEE I B 7R - P S U TR AR G AL
TR B TRERE - i E R AN (R s 2 R B INERHY ~ 17
Bl FESEE FIAR 20 S G 2 i e B -

RN HEE - — gtk B T2t % (Internet Service Provider » 7§
ISP) 1FLIHIRM P BEAE R - EAELES ~ bl ~ BIEERES ~ IP 78
A LURERRBE IS < i B A (E A RILE IR S AT 48 =i
AHARBUREENIY » SRR ZRIBZR B S AR B - FEE (8 ATEREEs R
FEEE SRR H CEE 50 E A RIS M assE
WIEE ~ FeEM o CEEE R FE ~ BRI ES o ERPERG# (Dark
Web) - i Fdm & FTiBmE AE (80E ~ AR - Eal SRR B HBaAE ) i
G o W2 IR IR NSRS - BB FEAR S - (RFEEEE 5
PLEATHE » LAIEF FN 0 BEHE - B R PR #ERE (Tor Network) » JFAA#HE

12 See Oversight of the Federal Bureau of Investigation: Hearing Before the H. Comm. on
the Judiciary, 114th Cong. 3-5 (2016) (Statement of James B. Comey, Director, FBI).

13 JAMIE BARTLETT, THE DARK NET: INSIDE THE DIGITAL UNDERWORLD 237 (2015).

14 Ghappour, supra note 3, at 1087.
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A SEBNEE - I DARFEBURAF T8  BUEC R A BHE R S A R dE
TEE S MU » PN Y - BTN RE e E - TR B — i
NI B 2 P R BT B A2 » TR PRHIBIRS IR OB 2%

(Tor Browser ) A REHVATHE A RERR - 58 & i 5 F P R R R T REE
BEAT N  AHERERS - R E R A ERSALE - s (GF
fiti ) et o P R AR B i B RO A B R A ~ B AL R A B ah
ZENSE AR -

DI S & - B RN s PR o 2 AR e i s BB B [RUR e
HEN R E EOR BLEER A A - AEE5E H AR - Sl DA 5=
ST ST TSRS PR o MRS - FRIE A B R B & AR B A 1 Ry
HR RN (R R REE AR SR ) B - DLERR S & » PERENEES 1T LACRGE
{5 P RN R A 2 E iy o A (traffic analysis) -+ B F & v E BRI H A
A AR v AR A Nl o S R RS E L S NN e T STA=A
BRI TSE A « BRISICESE » B A AR PG R BE o S TR REE A DA 42 el /5 XA
AR —R Y B ks 23 AR E ek i AL B rT e A
FAFIRABEEIRES - EIMNGR B A ERAFINBEAEY - HX -
RIS ] DLORRE I R LIS AT - O ERAEUE S L R BRSO
% H O FAIRES EETERLE - AIRE RN B o i B R -

15 N 15 7F Ry i b B B PR S 1 SR < B - R iE AUBR fR] IR =

(anonymizing proxy ) -~ JE#EEFAAMERE (virtual private networks ; VPNs) Kz
PR (Tor s the Onion Router) <5 » $915 Ry il FIRH TR H O
FSEE i ALY o EAUUTER R BL & S S UTR - SO a il F f A\ B
BRI AR » BRI A L LR R AU RO SEaE 18 - B Pk
At M ARG U TR - MR TR S A ANa e P e R B U TR

15 See generally KRISTIN FINKLEA, CONG. RsCH. SERV., R44101, DARK WEB 3 (2015).
16 Ghappour, supra note 3, at 1087.

17 1d. at 1088.

18 1d. at 1089.

19 Adams, supra note 2, at 734-35.
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HE IR BEAVEERSE - R LSRR R E T DT HIRE™ - Wi
e HEERRATEEEINIRE IP (BN RE S - EEEHE
WS RIS RN A TEEER ~ T BB A BT - ARy
R BES R EMS DUEE HARE G i R E AL B RE T - AR
FOA HIRERS B OO SRR LRI WS il TS HEE
PERRREAR N EIE B REST & IE TR FERT A _EHET TR IR R (A B B
B NERERES ) -

—  ZEEFEABRELER SR AR

AERA BRIREIRS 1 FHRE RS (AR B (Network investigative
techniques » "~ NIT £ffi7) - Ea#5% ket AREEUR AR IS E AL
NENEHERR? > R EE RSN (malware ) BfEfEifE=0 CTH#tRBRIERE=C =
I 2 et 2 1 1 N P P SR A > 28 st P R e U B e PR G s [l
EBEE - NIT Sl B AR a1 (virtual pathways ) > 5
EAEAEES RS BN ABER - SCERI ARG e 1P (7B M K

SEVERALE > — B 2% H AR - BIVn] i H AR vE Fiiiast T B i 0

20 Michael B. Mukasey, The Attorney General’s Guidelines for Domestic FBI Operations

7 (2008), http://www.usdoj.gov/ag/readingroom/guidelines.pdf (“In most ordinary
criminal investigations, the immediate objectives include ... identifying, locating, and
apprehending the perpetrators ... ).
2L Ghappour, supra note 3, at 1093-95. [K[JMEE MY (U AT ) FERE
Mk AR P Ra R (B RAER) - DAHRESEREEE - MR E
HHER R TTE - PR = ARt &R AR AR S (JUgR
#) ZEES%) » see Ghappour, supra note 3, at 1094 n.91.
Ghappour, supra note 3, at 1095.
23 R S A R A TR L A B DA S RE AL 2 e AR S PO
15EABEEE N2 %56 » see Zango, Inc. v Kaspersky Lab, Inc., 568 F.3d 1169, 1171
(9th Cir. 2009).
Malicious Technology, BLACK’S LAw DICTIONARY, 1102 (10th ed. 2014).
25 Thompson 11, supra note 7, at 3.

22

24


https://papers.ssrn.com/sol3/cf_dev/AbsByAuth.cfm?per_id=1439598
https://papers.ssrn.com/sol3/cf_dev/AbsByAuth.cfm?per_id=1439598
https://papers.ssrn.com/sol3/cf_dev/AbsByAuth.cfm?per_id=1439598
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2 o BUAAY ERERIE B rTRE Rt A HAREEI -t A RRRAE s S
HHEES > i 2o BB E A CHENR M BRAY 20 AR R o
Ao MAREZBEAEKY - ®IL > EMEEIESEE - BE b
(surreptitiously )¢ Ffiit i slticig i A BRI &t - Mk e IR BB B -
HETH R REAIT A M FEISHIRERR SRE TT - T RESHE A M RIS
LB RIRRAE S I A S e P At A YRR I R R SR
FEE PR - AR TR AT - ZESERESR R e 2 i A FE ISR
H o PERIFE A AR SRS BB B S Mo K, - B3 B Rt 2 FE 5
AAEAMA BN - kA TR SR TSR - 2hs35lan T -

(—) #x 42345 (social engineering)

B it R TR RN AR E R Gk T RN E T e N E
EEIBkH < B (pop-upad) EMAIREZE » bS5 R 5 B IR 2 A TR
o A A BRI 51 - PR A A E AR B B e st B vk - A
S RS I RIS RIS B BRI T AT DURE R = A
HEHE A AR - AR GER - FAE 2001 4 - BEASGHA RS
KERB MR A SR - B T B S o 7 B2 2 (Computer
and Internet Protocol Address Verifier ; CIPAV) | (X7F " EigrsEE (Magic
Lantern) | ) - fRIEGEFSFHE RILE B AR GBI - ST 00
SRARKNE ARG - HAE BT R Ry — i A BRI NIT il » Bk

%6 Ghappour, supra note 3, at 1096.

27 BRUCE SCHNEIER, DATA AND GOLIATH: THE HIDDEN BATTLES TO COLLECT YOUR DATA
AND CONTROL YOUR WORLD, 84-86 (2015). E&th il 2 BI% & R fz LhAH A E%
A HERUSEHZ BT - LR E -

28 Adams, supra note 2, at 737; Rachel Bercovitz, Law Enforcement Hacking: Defining
Jurisdiction, 121 Corum. L. Rev. 1251, 1260 (2021).

29 Kevin Poulsen, FBI’s Secret Spyware Tracks Down Teen Who Made Bomb Threats,
WIReD (July 18, 2007), https://www.wired.com/2007/07/fbi-spyware/; Ted Bridis, FBI
is Building a  ‘Magic Lantern’, WASH. PosT (Nov. 23, 2001),
https://www.washingtonpost.com/archive/politics/2001/11/23/fbi-is-building-a-magic-
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BREERS S IRIRE > dn ks NIT £5(R% - Mok SEAR AR BRI Aast i o KB
GE HIEARENR 1P AE MR BN ENANE - A% 7B mER R
MR-

HIEE R AFREEE A NIT AEEEir 2 Fy 2007 4 » BiFFH &R i
HeLIMERE T Myspace | 475 5 3 RGIlH L = v % L0 BB B R A T YR B i K
T KR - T3 R R TR Ll CIPAV #RES - Faar sl B g
s> " Myspace ; - “’%ﬁﬁiﬁﬁ IP B ~ ZAKMEE%RA7HE (MAC address of
ethernet) & HAMMEZNEEA® - SEREHRHEFTRENS  EalELHE - IP A1 E ~ BIAE
B IR B MEAL SOGERA T ~ IEAEBTRE S BR ~ 2GRS RAHE ~ #:055%
M~ WA e BB o 3 S B 2 B = 12 4% » LIRS R A H AR B A

BN A FERE AR - e H AR IS & 2 B SRACER ~ B a1
AIERS 1P RE -

IEEAE R R Kyt 28 AR H 0l - Bb 27 1 e 2 i RN 7 20yl (R -
BRI R B F b it R R Uty » AR 2 IR o e 3 SR M B A AT
B2tk CTHRENIT &5R) - REAESIR - BAEECE (locate) BEAIUTEMESE
ANBATR A B0 F R E T O MLERALE - AR S IR RES 68
B HZE N E IR S - IRECE DURANE 2646 HAR S 52 - BR
B EE NSl AR E A A E A BRI IS S - ]2 > NIT £efly - B2

lantern/ca972123-83a8-46d8-h95¢c-c2edafdaOfea/.

30 Third Amended Application for a Search Warrant at 1, In re Matter of the Search of
Network Investigative Technique (NIT) for E-mail Address Texan.slayer@yahoo.com,
No: 12-sw-05685-KMT, (D. Col. Dec. 11, 2012), https://cryptome.org/2013/12/nit-
email-search.pdf.

%1 Poulsen, supra note 29; JEBE{ER%Z4 % SR ENAN U FHE U B 7S A
25 » see THOMPSON I, supra note 7, at 3 -

32 Poulsen, supra note 29 (“Under a ruling this month by the 9th U.S. Circuit Court of
Appeals, such surveillance -- which does not capture the content of the communications
-- can be conducted without a wiretap warrant, because internet users have no
"reasonable expectation of privacy" in the data when using the internet.”); SCHNEIER,
supra note 27, at 87.

33 ORIN S. KERR, COMPUTER CRIME LAW, 551 (4th ed. 2018). Orin KerrZ i RINITAE
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B B U EAR B IS A i P s SR R B — B TR - FILGH
AEALTRIREE A BN - HABE AT A T R 2R R SEER O N &R, ~ S F s
(operating system ) Jz#EEg AIEREEHIALHE o NIT S5IR » FRAECHEIR » el
B~ MR 2 MRESIREGR R E T B2 —fE e
DU B B S ol 2 & 2N (to cause an activating computer to send certain
information to a computer ) [AREFSIHA)R (BUEHEER) BEAGE . @mEN =

35

o

(=) Kk B

HR - (S ERTE R R 82 = EL i ( Drive-By-Downloads ; Watering Hole
Attacks ) -+ H A G BE RS A A0 - (RN A UG L R B2 e
MERAE A BE B AP - I E kg uhpn 25 i e s it B AR 5
SR 2 ~ G S PR A T T 5 P A = (a malicious application ) «
e 5 = s b A R RRAE U B L - 157 E A S BE R h e A U s il
FEHH AR EEE (WEFEGEE) - AR E R & A - I
WK REAGEERA - Ky <26 ARG (AR -
BRI R B R Rl BRAER L fREF R 2 & B BAE FE P M

FREREE W TTTRFRSALE P 2 o st i > BIATAE —RHREHL 2 N TGN E T8
TEFh o B S A EE e n KR S R ZE e - SRR T B A Sy
texan.slayer@yahoo.com » fff DAJAIEFEEBEEENIT SR -

34 Nate Raymond, U.S. Judge Rules Search Warrant in FBI Child Porn Website Probe
Invalid, REUTERS (Apr. 21, 2016), https://www.reuters.com/article/idUSL2N1700DE/.

35 Adams, supra note 2, at 739.

3 Ellen Nakashima, This is How the Government is Catching People Who Use Child Porn
Sites, WAsH. PosT (Jan. 21, 2016), https://www.washingtonpost.com/world/national-
security/how-the-government-is-using-malware-to-ensnare-child-porn-
users/2016/01/21/fb8ab5f8-bec0-11e5-83d4-42e3bceead02_story.html, Mary-Ann
Russon, FBI Crack Tor and Catch 1,500 Visitors to Biggest Child Pornography Website
on the Dark Web, INT’L Bus. TIMES (Jan. 6, 2016), http://www.ibtimes.co.uk/fbi-crack-
tor-catch-1500-visitorsbiggest-child-pornography-website-dark-web-1536417; Adams,
supra note 2, at 739.
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AR MK SIS A2 LA 60 CBRER ) K e b B AN i ool -
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37 Kevin Poulsen, Visit the Wrong Website, and the FBI Could End up in Your Computer,
WIRED (Aug. 5, 2014), https://www.wired.com/2014/08/operation-torpedo/.

38 See Warrant for Computers that Access the Website “Bulletin Board A” Case No.12-
sw-05685-KMT, supra note 30, at 3-17.

39 McKenzie Hightower, The Fourth Amendment and the Dark Web: How to Embrace a
Digital Jurisprudence that Protects Individual Liberties, 109 The Geo. L. J. ONLINE 173,
173-74 (2021).

40 Kurt C. Widenhouse, Playpen, the NIT, and Rule 41(b): Electronic “Searches” for
Those Who Do Not Wish to be Found, 13 J. Bus. & Tech. L. 143, 143 (2017).
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2012 AR N FAEE 178 (Operation Torpedo ) ~ 2013 477 1 H R i1l

41 ACLU, Second ACLU Comment Letter on the Proposed Amendment to Rule 41
Concerning “Remote Access” Searches of Electronic Storage Media 4 (Oct. 31, 2014),
https://www.aclu.org/sites/default/files/field_document/aclu_comment_on_remote_acc
ess_proposal.pdf.

42 Jennifer Valentino-DeVries & Danny Yadron, FBI Taps Hacker Tactics to Spy on
Suspects, WALL STREET  JOURNAL (Aug. 3, 2013, 3:17 PM),
https://www.wsj.com/articles/SB10001424127887323997004578641993388259674.

4 Jonathan Mayer, Government Hacking, 127 YALE L. J. 570, 583-84 (2018).

4 ACLU, supra note 41, at 8.

45 Zach Lerner, A Warrant to Hack: An Analysis of the Proposed Amendments to Rule 41
of the Federal Rules of Criminal Procedure, 18 Yale J. L. & Tech. 26, 40-42 (2016).
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BREXHEAZRH)  ACLU, supra note 41, at 8.

48 Ghappour, supra note 3, at 1097.

49 Mayer, supra note 43, at 588.
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52 In re Warrant to Search a Target Computer at Premises Unknown, 958 F. Supp. 2d 753,
755-56 (S.D. Tex. 2013).

53 Mayer, supra note 43, at 589.

54 Jeremy A. Moseley, The Fourth Amendment and Remote Searches: Balancing the
Protection of the People with the Remote Investigation of Internet Crimes, 19 NOTRE
DAME J. L. ETHICS & PuB. PoL’y 355, 356 (2005).
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Going Away, JusT SECURITY (June 2, 2016), http://www.justsecurity.org/31365/remote-
hacking-governments-particularity-problem-isnt/; 52 SCIERER 4y » FHIE] RLfE R
> HiHEEE9 - H6T -



890 BXREEMBESIBEIN

te B R - S A R — MR B G 1P 7
EOHERE B E RS AR (L R B SR R A — AR R B RG
(nodes) - it —EAEIRLEE - SERLE TREERTEINES LMY - Y 2015 4F -
TSR Jm RN H IR SEU IR T R AR SO SR A 2
AR (LA IR - FEME S JEE R - RS (ERzAus -
{H R /7 8 e 2 B T R I RS it PR A S AR L RE T
D=2 B H AL E - R _LPRE - BEFRE A R i 5 fE R N R
Tt iERe CIREHEMI R ERE ) B3 NIT <R > BUS HA e B AR
A EURTERIESE . NIT 3R - SRR bl 2 A G < R
FEFR SR S A S B RIS AN i = 1P (L E B ol ol o
HE IP (B KRR SR B A7 < B 0 &a - DI ERESE G %
RN - LB AR FINZ S - KM ATEE 2 H HaEs
LEM o DUMRIBRZEBIZRHIT NIT RIS & - 72 hlRRT Rk FIe
BB A HFRE R R RGN A (SFTERE) - 2

BEPEEER IR EERET R > Lol ars -

(=) BREARFEMRIAAE (aFEMAE IPLE)
WAREEEAZIHE
I BRBARFEM AT T AR EFARZIERAE

£ 2015 4 > S E R s THE N R IEIERE NIT SR 1% - BIEEE fa
JHFEE#% H Horton Kz Croghan » — A 43 BIKIESRFA il B G IR Fraiah  #E
5 AR SIRER B SRR 41 FR(b)EEERERC - Bt

57 In re Search of Computers that Access upf45jv3bziuctml.onion, No. 1:15-SW-89 (E.D.
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59 United States v. Croghan, 209 F.Supp.3d 1080, 1090-91 (S.D. lowa 2016). 34k
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60 United States v. Horton, 863 F.3d 1041, 1045, 1046 (8th Cir. 2017).

61 Katz v. United States, 389 U.S. 347, 351 (1967); Carpenter v. United States, 138 S.Ct.
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62 Riley v. California, 134 S.Ct. 2473, 2489-91 (2014).
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81 \Warshak, 631 F.3d at 284-86.
82 Mayer, supra note 43, at 595.
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84 Et%ﬁ%%ﬂ%ﬁ%%iﬁ%ﬂ&i@ﬁﬁiﬂmf United States v. Werdene—%€ » ARZNIT%
ARTE20154F2 H20 A% » BRI aRan i AIEE4 115 (0) ()R 20164E 12 H 1R i&FT »
AHFIFRFTEEEI SBA115R®D) - 2T - R ERFTHE P THEN R IEERENIT
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RIPRLE - KEREEIRRAARART » RIELNIT(EEITRIR AW BOERE - MR Ed &
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=% - United States v. Werdene, 883 F.3d 204, 206-07, 209 (3d Cir. 2018).
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(D)RUBLE Lafei 2k e Horfriz —IaRETT > BRARIAIIZE 41 ()55 4 FEBIST
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% o [KIBL - FEREG TIRFRTH AR A AR 41 PR () (6): iR SR Al - 16 2R
g NIT iR TEE R ARG B2 AR R - ARbaad R e
BSR4 R A T > BERERZER NIT (HEBHEA < fF—TkiE
e B AE < FRAERLE® - (B2 BEREEE Ry NIT SRR R
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e WAERER R NIT SREREEITEATR AR
TR TR M PR IS NG i B P AE LB ML ARV A LR E
ARREEES > iR () BRFSHIHIREAMAIZE 41 BRiE - IREIEREEEHE

TSR AR 211 g K [HIRE » 5 » ARIBIR TG 20 B 15556361k (a) * BTG ZEETT
{oE FR R =R AR R T i MR e 6055 - BRIV R by« (1) FRIRAENR
IRLEEZEEEA 5 (2) FEEESRAETIREZ HAMRTE 5 (3) EER M HAthit
75 o L BENALOE ENRREIR LR B HE I E RIS - R iR IRL
FREEZE BT I LFAE - E 6365 Q)WIEIGZIEE L T HIE T 23
VARR SIS/ I AR EI (O EUREE = A PASEaRE S HIE ISR AR 3 ()
IEIRLE BB R TR ~ AL E T B P B B 7E - B2 R R
A AT EERERR 2 BUSh o oo o AREEIRI > AZREBNITSARARFE LLFBIS) -
TSR SR AR AR AU AR R A3 W PR LR B M SR A R o BRI
%fii - See Werdene, 883 F.3d at 210 (“While § 636(a) defines the geographic scope
of amagistrate judge’ s powers, the Rules of Criminal Procedure—including Rule 41(b)
—define what those powers are.”).

8 28 U.S.C. § 636(a).

8 Fep. R. CRIM. P. 41(b)(1).

87 United States v. Austin, 230 F. Supp. 3d 828, 832 (M.D. Tenn. 2017).

8 See United States v. Jones, 230 F. Supp. 3d 819, 825 (S.D. Ohio 2017), aff’d, No. 18-
3743, 2019 WL 3764628 (6th Cir. June 27, 2019); United States v. Matish, 193 F. Supp.
3d 585 (E.D. Va. 2016); United States v. Darby, 190 F. Supp. 3d 520, 536 (E.D. Va.
2016), aff’d per curiam, 721 F. App’x 304 (4th Cir. 2018).
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il IRLEE R EA SRR TR B NIT IR - fiEIER
JUCHEE TR FRIHISEAREARE FIZR 41 fBe()(6). 2 B - HEZ U A 3 AL A1 N
W 2B R TS SRR AR B BRI B AR A e ag e tHga T
BRFRIZRERAAAHAIZS 41 (D) (6). 2 BISMIIE © LUFFEIELIANT

£ 2013 4F » B T AHEEIUTRBREEA | ARICFIEHUS 8 A John Doe ¥
BARIRER - HEA Doe SRATIR S AFEHUU IR A B B S 3% E< N
BRI A AR RS EA T A B RIUSEBREE AT ANEE ) BN - A TTERAR
AIHZRE N (data extraction software ) » FZHRESG A HE TSR EEASHERE ~ HY
oI e R H AR, - BB RS AER: (BUSCRimaER) -
PELE PR T A A I SR BRI L B BRI B G BE A B - fH
AREFEIN T EBE G LR B R Y B - AR A RN IS
41 BEBUE RIS » 20K ¢ 1~ RRIERCUR 4 R BIEMEEN - &
SE B R R AR I B R B A - BESRIR AR S ERa AR ISR 41 i
MERT LI B ERE AN » T 4 FEBISMED > BN FE AR S S8 b
RE R G 57  BEEEI AL E FARRRER ED 2 ~ BROMEBHSUE 4 %
CERPEVEEN - FRRE MBS 4 BRIER 2 SR B NMERRFER
MRS B KA N B - A SRR A A AN T 258 H A EE N - 20
TR ER DL S A A R B AN T S EL A S D S0 I B 2 PR AL R » T 38 e LAt e
235 KIE SR E RIS R B SHII NS - BRI RS - 16

89 See In re Warrant to Search a Target Computer at Premises Unknown, 958 F. Supp. 2d
753, 755 (S.D. Tex. 2013); CYRUS FARIVAR, HABEAS DATA: PRIVACY Vs. THE RISE OF
SURVEILLANCE TECH 216-17 (2018).

% See In re Warrant to Search a Target Computer at Premise Unknown, 958 F. Supp. 2d
757 (S.D. Tex. 2013)

91 See In re Warrant to Search a Target Computer at Premise Unknown, 958 F. Supp. 2d
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AN G ZE B R R AN E R CRHEGE S » GHEE e 2B BT
ISRFIH S AR A B ERE LR - R o BUE RS R % » 1A 2013 4 9
A B RREE BN B R A TR E A SOBEFRE FHE ARG AL TR » KiRIE
MR TR E EIGE NG . RE ST KA I USEE » RIR HERE B3 T
FMHFREAHIAN - AFE R AR N ERARHEZAES » AL
PERRE AR S 2 EAE 1E i #E I SE (multi-district internet crimes ) .2 FEEREE
BYE TR ST SRERaA A IS 41 ke nlal (Ao B il 2 FERREIE T © B2
TR S (2 Mol S48 2R i E AT RE I R AR Bk » (BT Sk A T AR I A
B 0 B o PR Lt B, i A T A B B ) R R S o e il P o B
A -

KU BN E RSN A B - B A S R I - &0
FEAMKRE N B AN i - BEUCEE 7B ~ TR E 1P 7 BBkt
HERREER - WS Rl s U 5 3 B B B E B M - AR E
B L MERAT A B SR IR AR E R T B iR
B DIHESRE AR < EIPTEAN » BRI IR SIS - B E
ArF AR T TR IR SKRERIBGE S 2 B84 - B 115
el - 5 2 =B R UTEE T 2 —H5 - IRk H g s HAL R a
15 DATR 52 RS 2 St R e OB R R IS - T b e JU SR e B SR B e B A
Ui 2 TR RS EE R TR (L v & R BRGSO KepsisE ~ RIEZ

757-59 (S.D. Tex. 2013); FARIVAR, supra note 89, at 217.

92 See In re Warrant to Search a Target Computer at Premise Unknown, 958 F. Supp. 2d
759 (S.D. Tex. 2013).

9 FARIVAR, supra note 89, at 218.

% ThompsoN 11, supra note 7, at 4; Raman, supra note 8, at 64.

% Sara Sun Beale & Nancy King, Rule 41 Memo to Members of Criminal Rules Advisory
Committee, Advisory Committee on Criminal Rules (Mar. 16-17, 2015).



904 BAXEEBREE S3BEIH
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Al RIHTE R B - i B AR HIZE 80 (Rules Enabling Act) - fi5%
BATARES: 12 1 BAK® - HREENE - EMEEHNCEREE
A HEEMES  KBEEERRES R (TR RHER A R =
RGeS o AR T LIREERE - BT RaRan A B EASE it — KA -
LR E ATHK AR Fe i R <K -

—CHREZREER

A FI$R 5 - BIECE B BRSNS I R EBIH 12 RAEH B

( American Civil Liberty Union » ~f§ ACLU) ¥ 5 BRIV » S HiE
SREIZAAARERR - ANFEEZE B ST E R F ARG - R
JB A B 3 RS - — A DA ST B A BRALME 2 Nk AN S M HR R B
1968 .z fFE L IREERI B L RS (WEBAEIRE) -~ BFEEEE
AEIE B B A K0 O AR R R R Ry RS I 55 B¢

% |d. at 2-3.

97 Raman, supra note 8, at 179-235.

% |d. at 155.

99 Adams, supra note 2, at 741.

100 |_egal Information Institute (L11), FED. R. CRIM. P. 41 Committee’s Note on Rules 2016
Amendments, https://www.law.cornell.edu/rules/frcrmp/rule_41 (“The amendment
does not address constitutional questions.”).

101 Beale & King, supra note 95, at 3.
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HER] » ARG AT WAMSE I - RS - FEAEERFEE
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Tl SO TEIREE A3 e FE RS SR 2 B IR B B ARG A B 1% i i
EERE AR E R - #k#E Daliav. United States'®5< » ZERSHIRMEESH T
FI=AEEE: - DA s s iRE RIS R 28— ~ SIREH AT ~ fitke e
MEBIRIGLE BT 5B B SIREEIG R B RBUHAEE B
BRI LU B E USRI ER A Z R B U TR A EE IR - 2R =
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FHE R R I BRI M PRR AT (exploratory searches ) %

AR TR B E AR 2 R R ik B AR IR & 4 SR

(W) S NSWIERE RREEE @A - R A B E iR SR %%

102 g, at 4.

108 steagald v. United States, 451 U.S. 204, 220 (1981).

104 Dalia v. United States, 441 U.S. 238, 255-56 (1979).

105 14, (quoting Stanford v. Texas, 379 U.S. 476, 485 (1965)) (“Nothing in the language of
the Constitution or in this Court's decisions interpreting that language suggests that, in
addition to these requirements, search warrants also must include a specification of the
precise manner in which they are to be executed. On the contrary, it is generally left to
the discretion of the executing officers to determine the details of how best to proceed
with the performance of a search authorized by warrant -- subject to the general Fourth
Amendment protection "against unreasonable searches and seizures.”) see Dalia, 441
U.S. at 256-57.

106 Maryland v. Garrison, 480 U.S. 79, 84 (1987).

@

a


https://supreme.justia.com/cases/federal/us/441/238/#255
https://supreme.justia.com/cases/federal/us/441/238/#256
https://supreme.justia.com/cases/federal/us/441/238/#256
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HHEPUERERR " — SRS PRSI R ZEN - oz
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107 Beale & King, supra note 95, at 5.

108 ACLU, supra note 41, at 21-22.
109 1d.

110 Id

11 Greenstreet v. County of San Bernardino, 41 F.3d 1306, 1309 (9th Cir. 1994).

112 Richard Salgado, Google Inc. Comments on the Proposed Amendment to Federal Rule
of  Criminal Procedure 41, Google Inc. (Feb. 13, 2015),
http://s3.amazonaws.com/s3.documentcloud.org/documents/1672788/13feb2015-
google-inc-comments-on-the-proposed.pdf.
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FIEEE A BRI e (National Association of Criminal Defense Lawyers )
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B RFORIE BRI - HERL S IR ARG TR A - AR AR
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SEBAHLER 1804 {6 - WISE BUAHERR A Bl S R AR B O MBI A< fE
N Ban 1968 < iF A UTR I Bl L e AR (WEBFETRE) o Rk
(B HILE 2518 fRIE SRR LIE T LT - DR E Tl &
Al eSSBS @A A HUE - 26 2701 RHTE(H ARG RET

EERGTHGTE TR AN RSB REERE - IR EEIRHEE
1842 fRRUE - (HEMEBAS DIAAREDIR B EE AR - PSS
EE EE A aeF LA bR T\ & AU LR E R R E Lk BT L
FAERRR RIS - TR DARIE A R T 2 A R DA P
HERM TR FREREEZEEEL LRBOR L2 EEY -

113 Id

114 peter Goldberger, Comments of the National Association of Criminal Defense Lawyers
on the Proposed Amendment to Rule 41, National Association of Criminal Defense
Lawyers (Feb. 17, 2015), at 2-3, 5, http://www.nacdl.org/getattachment/8c63efe9-
7282-4e2f-abc7-ad17a0212f30/nacdl-comment-crimr4l.pdf.

115 salgado, supra note 112, at 5.

16 1d. at 6.
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TP BB R T £ B U g R BB LA
AAELL L1257 S R AR PR S EA S T B 1R
W S PR AT P AR P+ A BRI/ 5 I
(minimized ) 2 - 55 F13 5 TE RZIEYINE R BN - 0L T A8
R MR PRI SR TEFAE B« SR E3RAL - 2 RARES »
SR L S AR R BT B 2R RE LIS /R
FHETRIRG BT ARI S S IR S L E IR T
Bt LR SRR AR R -
5. WP A EH RN AR AH

ZYET iR I H IR Gk ATREE A AT T ~ Axifi B Z H
HHEE - I HIEFT R &kt - e R ERMAS ~ NG RCRIA
FERGERAEE - REBHPLRRBI TR RSN AR K
JEH R TRE - W ATRERMS IR B - AR T R TREVD st ~ Bl
KA 8 - EMEIEROTRIZI8E - R R By iz Mass
MR B 20 2 I o [AREHE » ACLU th3rRig il 3R I DIg bk
fi » I HIgER A ENa R E < 1 - 1 EBIR AR B ARSI 2 Al 8% -
PR 0 Ui P8 SRR S R 2 A Y —fist S P it S fiES. (common software and
hardware ) BHRESS I > KA E FEIZ @A F R EOErGEA R
PSS o 2 B IE BT 22 -

17 1d. at9; 18 U.S.C. § 2518.

18 19, at9; 18 U.S.C. § 2518.

119 aura Donohue, Remarks at Panel on the Legal and Policy Implications of Hacking by
Law Enforcement, at 21: 40 (Mar. 4, 2014), https://vimeo.com/88165230.

Beale & King, supra note 95, at 16; Salgado, supra note 112, at 9.
121
Id.

120

122 Beale & King, supra note 95, at 16.
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FRPE BN DITERRHEA R 77 - 1HEL  ZRAASCE ~ NI B 3
IEAEFT R A A R LG A= A RKERAAE AE S - TET B R 2L
WEBEENZHE  fEEFTRIEEENHE L BN ER R
ZIEHIERSY o B FEE AN ol S B B FERZ DA & e ainT
Ryl > JIBZE -

B2 XEBRERERZHFED N

— BB MISEEREAAR B LI B A RIERT 2R iniE R

IERRs B S IRA TS DU B s 1% BEAH A BB AN E RE ) B
FIRERRE IR O REIR AL AN VR - FIRE - NSRRI RGENE - L RN
EERE IS > TREB AN G EE (5L B - AR S SRS 38
18 > ANt —AGE R g U IR B ARE I L 72 - DI TR FREGA =
< MABIFARTRA R IRERAIAEE 41 P M - I B RS R R A

123 CENTER FOR DEMOCRACY & TECHNOLOGY, WRITTEN STATEMENT OF THE CENTER FOR
DEMOCRACY & TECHNOLOGY BEFORE THE JuDICIAL CONFERENCE ADVISORY
CoMMITTEE ON CRIMINAL RuLes (Oct. 24, 2014), http://cdt.org/wp-
content/uploads/2014/10/CDT-Rule41-Written-Statement-final-20141024.pdf.
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S ERTE L ETEIRA » SUUTRT R ML IG 20K R SIN
HZHEE MR ERE RIS NETER IR - BRI AEE 41 5
(b)) E G 4 FEHISMETLI - LRIREIIE FEZHE B B A
2o Rl pish - (xﬁﬁ&d“ﬁ*wﬁ%@ﬂ%ﬁﬂﬁﬁﬁ?Z%ﬁ%‘%é‘éﬁ: IS il
ETEREDI N B - BB R RNE G N BRI Z B & 4E 2016 ££-
FRIRFRIF FARAA IR 126 41 (b)(6) - LABEIE S S M A A g B AL TR AR
120 RGBSR AR PR SRR i A T R T i
Ui EER R SN E T -

ARRIGETIMERER - RE IR » AR R TR EH EEEE
FEEISGE IR RN o HEETEER SIS RIS B IR 4 PR
RATFENEE i S EFTEN B BB » Kl > R IERT 5 - EEE DU
N 2 (BT  — ~ BORKNE T E AT A EE RS 2R
AR P - NS 2 (I8 AR IR AN o RT3 8 - DU SR FS IR
ARRIRIIEETEE 41 (b)) (G)BUE R Fama B E I T H Y ~ SEIERNE -

BB ISR EREAAHANERT 2 SRR

B ZRBUERA T 2 EE R SR AIUIRE B AR
BRI - EIRLOEE > ARSI - SRR AR R (remote access
to search) AU T EATHT ~ BRAEEEEEN ~ SN BTRIFE

124 see FeD. R. CRIM. P. 41(b)(1)-(5). 4T&E{FI4} -

125 | erner, supra note 45, at 29.

126 BRI ER BE A b BE A Bt - 2653 TR - (IR AT IR - BI4n - #1500
2T AAREE - B2 AJIPMorgan/y H|830045 % P EE ~ FL R ek (E ~ B AR
A%fﬁfﬁ}}k%ﬁ’\%ﬁﬁéﬁkﬁﬁbﬁ See Whacking Hackers, Newsweek (Oct. 9, 2007,
11:18 AM), https://www.newsweek.com/whacking-hackers-103531; Pete Brush,
Israeli Suspects in Giant JPMorgan Hack Deny Charges in NY, LAw 360, (June 9,
2016, 07:03 PM), https://www.law360.com/articles/805660/israeli-suspects-in-giant-
jpmorgan-hack-deny-charges-in-ny.

127 |_erner, supra note 45, at 5.

128 Thowmpson Il, supra note 7, at 5.
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FHEE > (A) EEFRNBERTEAE - E ORI =R (FRE)
&5 BERHEEE - (B) IEEEEBEIIIE (18 U.S.C.81030(a)(5)) H -
EAGI 5 MBS EAREEED - FEARARIHE T - B2 IREE T TRE
290 Rl » HiH 2 TS » — RS0 FEABE FIRH T & 5 OB &
L AIE 5 TRt KBS IUTE » TSI 5 L bRk
W BEEE RN i T BRI -
(—) &HEZH

L A sy X e TERRHIEE

SRR L TEDHE B WS B 1S DR 3R < BRI e st i - A AT
E BRI ERE » FEEERO R BUN T o HERE R AR AR T YU SR
FH o AERZBIEAE R S - RSN ERL ER - JUTRE1S LI
ECHY IP (7 E > ARG N e W 7 B 80 B RIS R TR R S AR
HIIZS 41 for(b)(6) B < HEALT » RIS TSN N - FEAE 3 A A TRIE Bl
AREEN > AHEROALGEE SRR R OINERE TR &
R IREHE BLE RN TS S (S e A s e v hE - B
TS A TR MR SERSRRE T 2 DARS8E - R AR o 343 T[] IR gk
DU AR R AR i BRI 1 A B 1 B o i AE (/T BV TR AR
RATERLE ) - BN RIGBRSCE 4 e M - QIR FIPIERr 2 I
figthiZ -

Aot B R B I B —RJUSHE ISR A ) BTN
B TR B A FRH T 2N AR 0 « AT » LR TR SCATHA S
HUERE R BT TRAIFT R BT R - Rl 2R 2 - &
TR BUE RN T AR < S B SRS BE RS =N DA ek 5 C A I AR
A DIHERHGS < 0 A 3 BN AE ST < BB B 5
= BEFEREERSS - EEERAAEE (Virtual Private Networks ; VPNs) %z

129 See FeD. R. CRIM. P. 41(b)(6).
130 Thowmpson I, supra note 7, at 5-6.


https://www.law.cornell.edu/uscode/text/18/1030
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A ES (TOR) - BEAILL 3 7= ] 1 R EE 7 & ahax i > 5
R DA Bl T RS R B ORISR R A2 1 o Zkaalian
T

B RERFIARES - RBURTERE « RAAMSE R SRR T i Y i
R Ry AN 52X i B e LA o o 8 o RE S A5 - 10 P B o s B e 5
fEftEE - HREM DIE ke BN E BRI - 28 - FREERSALERS -
HAREHTE H CRIR N3 BRI RE T L BRI < S5 5 Rl
JEMEERL » AT UK R A 52 20 B R B IRRE SRR IR AL » fEEDRIGE
FER KR A e i o [0 22 2= 18t e DUBZ 5 AR PR At GE B 20
BER? - B RS o RSB EGERE (the onion
router) A REFIEEITHE A < MEREHEST - HEfF e BRIl & BRikRE T 2R
KB IRF ] B AR R A 2RI - (o o S AR S Stk M st i SR
19 FEEE AR - 1E 2015 4F - FERKIH 200 EA BRI > BEZJER
EATERISE A i V-2t b B A1 DU RS B A R A
it M - EANE R B B 0 BN B RTINS - I REAE I Al
RhfpbH - MFERIAE H Byt - WA By AN Rl S {1 R
BEMT™ - LAh - PR IR 25 E T DL ATE % DL 44 5 s R
BT W LI R R R E A - JEREHE (dark website) 1

o LAt - & Bk E B CRIRHE - (IS AR A & B 50
e {5 P35 1 B PR i B L Bk U RIS R R R IR 2R e

131 Adams, supra note 2, at 734.

132 paul Ferguson & Geoff Huston, What Is a VPN?, http://www.potaroo.net/papers/1998-
3-vpn/vpn.pdf.

133 S 201 24F i FRE LM A WG PE IR 2S & SEF + Kevin Poulsen, The FBI Used
the Web’s Favorite Hacking Tool to Unmask Tor User, WIRED (Dec. 16, 2014, 7:00
AM), http://ww.wired.com/2014/12/fbi-metasploit-tor/.

134 Adams, supra note 2, at 735-36.

135 1d. at 736. {ERERIARES T o B AT LU H CIVBUATLREE R - SR itiE
v e | SPRE R R SR D e
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RSB EE A BF L IRORIEF (A » RERTEEE
BB M A A T R S NS - 105 SRR BB AU 3R (Computer
Fraud and Abuse Act ; CFAA) » il B R BR I 2 U7 » 1)
SR R ISR o RIRERE R B e A RIRE RS T
DI A 1 A BB e (P % A8 58 R A R = DU AR 8 A& — 1
TR B RS LARI Ry s 1200 B ETR AR » T RHIR C HEIEIRE 2
Trme ~ A A B S0 5 Bk B i e R ik e LU A A BB B RS
Lo BARE LGSR EKEEY -

B FSIRAE JR T LIE 2 BG B IS 2 i 5 A S
TR IRMIE IR ERERME O ENERY 0 KRR R

(disabling ) JEEERETES » MUEBERTEEERREE o KIHLBERE P Rl

HREH A E A - MERR A E A RSUEILTRIT R A - TR R el
TREEA R UIRE A BB o IERIANSL - SR TS SEERan R HIES 41 5% - B
BN R 1S DASgoRk — B i Wk Sl o A e 154 - 1 (R R (i B A 5 S i L
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136 |_erner, supra note 45, at 30, 31-32.

137 1d.; Raman, supra note 8, at 172.

138 Kim Zetter, With Court Order, FBI Hijacks ‘Coreflood’ Botnet, Sends Kill Signal,
WIRED (Apr. 13, 2011, 6:17 PM), https://www.wired.com/2011/04/coreflood/.



94 BXFBREESIEBEIH

(=) BIreRE @B RE

WARBRFRIN FFRARAANEE 41 PR (C)E — R LB A1 2
1 BT ARBE A EERS T AT AR B PRI SR R A 7 o M0 -
HriGE R SRR B A 41 BR(D(L)(CHBAIEN: - EAEMER AR
MEFREES ) BB R SR A 5 A (the person whose
property was searched ) ~ SZH[I# A BE R B B (whose
information was seized or copied ) 0 o &N HF HllEm St FESH
SHEDULBFIMHET A (reasonably calculated to reach that person ) - b4} »
ARG LM SEe  BREE T U B SEE R EZ AL
JiRz M o 5340 R G IR G AT e B P 2
R I EE B A

(=) hiEsm R e

FIPRAEERERE 35K - IGZEE SRR FRRIEE 41 R(0)B2hE - IMikbE
ZECEREE BTHERA RN E R B - NI RBAIS AR E S -

() &

ey bl - SESHERCHUE » BATH SRR REE GG TR HH
EW PR HUE - — PSS DU EhE R SR E T S — Al

139 See FeD. R. CRIM. P. 41(f)(1)(C).

140 committee Notes on Rules-2016 Amendment.

See FeD. R. CrRim. P. 41(f)(1)(C) (“For a warrant to use remote access to search
electronic storage media and seize or copy electronically stored information, the officer
must make reasonable efforts to serve a copy of the warrant and receipt on the person
whose property was searched or who possessed the information that was seized or
copied. Service may be accomplished by any means, including electronic means,
reasonably calculated to reach that person.”).

Committee Notes on Rules-2016 Amendment.

143 See FED. R. CRIM. P. 41(f)(3).

141

142



BIZKIEAERERIRSRZEH 915

W THESR SIS I BB - B S < o IRIBNE T PR > BT
ESHEETRERG TBIIMUE PR IG 2R B BN @SN BN E
AR A B R AT IR A PR IR T AR © S35 - BABRSCHET B4 2
RENSIL WTER SRR SR RILEE _EERAER 41(0)(1)-(5)7&R2
IR (AR - RSN ERER Y E R E S ~ S -
BRSEUTR LTI T Ry L IR SIIR ~ LHEEHETREHESIR) S > BT AT
RURHSGRHIGE Y o WHEE TR RIAT - ASC Tk -

HR - PRI WA SRR R IR AT B ~ 51
IR EMEEARCER ~ IRBITIAR ~ IR ~ SEERE R PR AF S B
B I TR BEARR TE BRI SR ARG I 22 B S REE bRk R HAh 2
1 - EEIRGE F A PRBR AR ER IR HAEL: « [KIE » ASCER AR TR A
{E YDA B Rl 2 53 - R R IR HABE > BIRER LTS
B EAFE L - BAAEEGRE  DUN - RS [ R im s T 70
AT BiLE A o

= BREBIRMRZ RS

e SR FR SR DAHEBN Bt e e e (SR T AT SR ARan AR R 720 2R
JERRHUIR LSRR R BR EE TR » (HIEAEAEE Alito
£ Jones ZEFit - IKFERHSEE - BR/ BB RARER AT AR TR ST =U T RERE VLA
e i AR L 1E City of Ontario. Cal. v. Quon*ZEHIIFRERT BRHL
PRI S A BT R AR > IR B R R S AR R e
BSR4 BREFSHTBRHSIROR © T BB & T B Fh R ey = o
ERBOR AR FHIARE - TP BB S S DI B it R BT
PO S S S - TRWGHERRIY 1984 SEEYHI44E(E dystopia -
ML REARIE I BRI ERAF (B - AEE R A A R IR
S S5 T B NS T R L o S B P SR BB A B 55 8 — R TR Al

144 Jones, 132 S. Ct., at 964.
145 City of Ontario. Cal. v. Quon, 560 U.S. 746, 759 (2010).
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RESE A BT DUEGR R - [FIRFEER - I R Bk B R 2 8 B 1 R
PRI R AN AN AN « AR 2R < ERERERGK > A
5 | BEFETEGERTER 4 PR MR B AN AT E FI A AL ST PR FEER 10 DL
NEFANE T EHEER o KRG R AR R SR L BRY) > o YR
170047 ~ ke > tWMER SR TR 1% - RS ERBIE M - A RESIR T E
SEE L VLIERE -

(=) HAMBREXFHERAFSEZH .

B B e AR 2 R MR R e B R I iR - RNMELUKBREREA
M~ B Skt - S REEREE Ry MBS 4 R GBI - 4E United
States v. Ramirez Z<R[I¥5 ) » B4EMSCER 4 Rz SRR —ASHEIR A<
IR T T332 » AERA TR b » @ SN I B BB AR » 19 30&
BEIRSTES 4 5k - MEBELAEIE T =G A ERE - HAS SIS BB R AN 28
BHERR M - TR G » B i Ei b SRR DM 7 AL TRk 5E
A SRS EES - 5 2 DA 5 UG A RSB R (I H PR
TR ATRES RKEK) - SIBANBICCE 4 R AEEIRER - [k
Hi > FERERS TSR - FE AR AR A AR IR Y] B BISAE A R AR =0
IRF » B S th DAPERIGERS DU A (i 2 rh A S R . ~ FE AR 2 T RE
S ERE SR R A E AT AR I A ~ 2 Tl At A B B EE 1 Rk
BRSNS BRI R RS A KRS EE Y - LB & fEE
AIDAFE R, - T ATREE B iR R FARRER -

146 Adams, supra note 2, at 727.

147 United States v. Ramirez, 523 U.S. 65, 71 (1998).

148 Winston v. Lee, 470 U.S. 753, 759, 766-67 (1985); Estate of Bing ex rel. Bing v. City
of Whitehall, Ohio, 456 F.3d 555, 570 (6th Cir. 2006).

19 ACLU, supra note 41, at 17. SHEF |- » SEE ke U0 | BB RS K% 7044 b
(nuclear enrichment facilities ) ZEBIHER B HRHE (Stuxnet) - R ETRTERE
MR B B IR - R R ERY RIS - BIANZEMEEE (Chevron) FEE]
R ER R B R L H /N BRI HE S Ik %% o See also Rachael King, Stuxnet Infected
Chevron’s IT Network, WALL STREET JOURNAL (Nov. 8, 2012, 3:11 PM),
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SRV Mhas, - o F TR = Lt I A R SR e SR A B A
R R ] i T AR T A AR B o B AVE A ] FEE e i ] (B8 2 15
& A A AT REE AN A TR B 2R - LSS - IR T REE
NS AMEET 2 L TH AR 58 » R B 5150 2 R < I AEREROK - 3R
HREEETN R (poor design ) siB H AR EE i oAtk #S 2 AHAS 1 I HE - (AT
ERGEIERMC BRHEAEITH: (corruption of the operating system ) %0 o

(=) HAMBFREAKXEBERTRETET  FEFRME5K
#BHLHZ

IRIE RTINS E RN SR T REW S AR S22 3
RS TR A LT e BF R BRTEGRHI PR ) « BRPIZET - RIS AE AR 0
HIROFER B 5 AR RGN i (AN i) - SRR S AENAE (J
FEE T AR TR AT ) » BRI T B 2 B AR A e Title
I, Wiretap Act) ** - {RIBSEEIBFRETRANE - BRRANGIEEH -5
A P T EATRE - S AR R - R E B R IE > R TR
BRI PREE > LR ERE AR R i Bl S S s S ~ A BB A A
R T BRI RS (AR T EMEIFH) ~ AR RE IR B RS e 275 1 S A
PN AE R/ MEE RN - 35 SPEERIESIRNC &S - &k
b & & B T8 <KAo T A R] R AT 35 Bk i v = (DOJ’s Office of
Enforcement Operations ) &3 #rfg—HAEIE IR B - MEREFR O HNEA
FAEESR B FR R BOR ™ -

[FIARM > o IR R G TR (RS EERE ) - BRI AR 28
o B2 P g P T B AR T B RS A A2 BIRHRIIRS - E 2
BT < 2w DI B R AR IS < AR Bl ~ AR B 20

http://imww.wsj.com/articles/BL-CIOB-1156.
150 ACLU, supra note 41, at 18.
151 ACLU, supra note 41, at 19.
152 18 U.S.C. § 2518(1)-(5).
153 H.R. Rep. No. 112-546, at 10 (2012).
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STt > P2 52 21 S R R o PRI e B PR e Z R A (A - BB ) -
TREL» A S iR 5 e DU Rk H AT PR RS ] FHIH S A m R 2 157
G G ELZ HRER - IR B R Bk D AN vl FH I $R5E - TR B 2 £
T2 > BRIl LB it SR S G R A 1 - L
VLTS AR R AR B SR RS EDT ML E RS
RIURZEFRERATRIEE 41 B R T - [FIAR R e 8 SR R Bk 2 v BE
PEMmE

(2) R EFRBEMRLSE 4 SR TR

B R AR T AR B — R E I SRR E 2 B S 1T
b — S IR AN TR B G i L 15 R AR P S S RE D B Y P S R i A B
BERESAEEE - DUE KRB R SRR EOCCE 4 it
B SRR IIERC R E SRR T B R E AT R B 2R B LAY
B AT (physical searches ) #igg - JEHI 28— B EE o EEY) < &
RLIR > EREETREEYINE R 2 R R R AR E
MBI EERE R SRS > A RERF S IR R E TR - AR - FEREE
AR FERE B A R & T TR FAH R B R - TSR E H
R PE IS RN i AN R E B R B IR BRI E TR E o
FALRPE N B RIS L A 2 - BURE AT ME S SRR
KT AR T RE TR SR AR B A R R G e it o P ST AT ise i B 3 AR
MEH R H AR IS E AN i TR -

- I RTREES ~ ITFEE - BORHIES MR 8553 -
FICUECE ~ WF5E - ISR DAE R H A BARAT AR H AR 5 - B~
B IRIE R NS SR LS AN ARG H B E] - R E R e =t

154 ACLU, supra note 41, at 20.

155 Groh v. Ramirez, 540 U.S. 551, 557 (2004).

1% Orin S. Kerr, Applying the Fourth Amendment to the Internet: A general Approach, 62
STAN. L. Rev. 1005, 1045 n.173 (2010).
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EIEER M o R R A S S = N B - R (A B TTRE S
HRIUTRGREE 2 A R B 7 i B R i i S 2 A B e m ] fE
ol FAUTRIZAL® « (K[ » SEIHEERC 2R Gl RENIRE - MEER SR
RREMEZE: > BT REEEUR IR Z R = A

() EREETRERESHELSE 4 HESREAHEAE
Bz B4

s

RKIBHERCCR 4 ik - SIRALBEAPEBEE R - —KE
& BRI EHEE RN EARE R FE - REERHEER
SRUEEHS DL B BUUTRRE 8 Ry A A R0 - IR #P B —SUSRARBE A BihiL
BEREATRE VI EA HE B - AT E B 1S LRSI H At RS 5Opz it
INEEHHEEEED » T m] DU SR H RS - 5 B SR et B 5
FRIR - EADTRREE AR B GRS - i R AU TREREE A R - A
IRF AU TRAREE AR b 1P BEERAR Bl R - (HFIUTREREE AR U
S E Ot E DU A T U e FL AR R B E B s B 5
S RIS — N 258 RE RS H AN - HE  EAGHELE
HEBIHER - BH A R PR R i e R 5 et i » [FIAR
Hh > R RERE AL AT IS O P (eI B - BEBR ISR R (R AU - R
Ml G L BRI [RIbE — Rt SRR 2 Btz mT
BB IHERE S - 5 » RS T LI R T = AR
FARE - MG EE L6 - RIRE S RIEE B 5 - BB KRR

157 Brian Krebs, Cards Stolen in Target Breach Flood Underground Markets, KREBS ON
SECURITY (Dec. 20, 2013, 10:06 AM), https://krebsonsecurity.com/2013/12/cards-
stolen-in-target-breach-flood-underground-markets/. EZ il FH 20 & R H MG 54
FRIUTENGIRA REHR R HAR I AN S E B B R,

158 ACLU, supra note 41, at 22.

159 RONALD JAY ALLEN ET AL., COMPREHENSIVE CRIMINAL PROCEDURE 417, 433 (2d ed.
2016); KERR, supra note 33, at 530.

160 ACLU, supra note 41, at 22.
161 Id


https://krebsonsecurity.com/2013/12/cards-stolen-in-target-breach-flood-underground-markets/
https://krebsonsecurity.com/2013/12/cards-stolen-in-target-breach-flood-underground-markets/
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FHEBEE - AR ATRETE IR _EBRIIRY E AR SR < SRl S e e T
WAAEEE > MERERIG 2R B A 2RI - B P Ui L5t - B2 b
L FEIERAE SO AR IR RTRE I e T B I 3R IR RS s AT R
R IELFEE I A2 R T RSB B A B R i B P

(&) #xgkaid % 554Li@ 24 (notice requirement)

HRIBBFSTHI R AREAARIZR 41 (O (D)(C)FTE —ARR ZBRNE AT > BT
LMRBE N BIERS TS IR AR B (R SRITT IS 7 o I ©° g U R
MEEIESE 41 BR(O(D(CHBAZELT: - (AR GBS I E kA
TASZARTR N B A AT B 1 NG R B T AU A B R =X
DSBAMHELA - ERTE S E R S Rl A X Gl A TH Y - HEE
b (A B A A DUE I R T AU AR R 1R RSB AI A INEE 1S
JE - BAEUZCEE - (HABERR R =R R ERERR T I B 0 ST E - IR FTRERS
TERAAET S AIIENS - BEFBEREZIE < NEE% 1P (ZESERS LR - (K2
THABER S DL G B3 @ AN T U - B IR -

IR SAIELAT: » FERRFS RS RS R N REEANE - i A ZEZE5RAY
BRETRAY IR 20 M - ANEBRFRER LK EFRERE AT OR T RAER
PREHR AR GBI R AR @A QiR T B Rk 3o -
AREEPRELZ LG R BB SR B AT RS Y LA an P B R 4 PRfRls
Mtk Mot - BLBLRRRA A AFSHE AN AR MRS AL P L— (£ - FlE
FERAMTE H R PG - SBICCR 4 BROEIREORIBESE A EM A

162 1d. at 23.

163 See FeD. R. CRIM. P. 41(f)(1)(C).

164 See FED. R. CRIM. P.41(f)(1)(C) (“For a warrant to use remote access to search
electronic storage media and seize or copy electronically stored information, the officer
must make reasonable efforts to serve a copy of the warrant and receipt on the person
whose property was searched or who possessed the information that was seized or
copied. Service may be accomplished by any means, including electronic means,
reasonably calculated to reach that person.”).

165 ACLU, supra note 41, at 23.
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PR (closely circumscribed ) = % | [FAE - S 3R (R ARRAA A2 AE A
BISENER M RS RER - RO B 2 6 H i ~ W&
B RIRAE RS BERE AR EA GBI EEE - =
JEEnHh - EISEERG S DR B R &GN A ERZEAER  RizE
IR AR B AN » FEAE B R A A 2R YA ] - =
H L (R EEREAE Riley ZEAa BRI 21541 - BANE L
TTEEE ARk Db R At B A AR NI A FHE B S e
i ARAT TR A B AR 2 AE R D RE - BEE R LR TEI B, S
BEE (SIEE) - BIRME AR S T @b R E A Eaat i - E AR
EEEEE (THD EMALELEEE L EA B R K B
BT RIRE A -
P RS TR SO A B S R S S T RS2 R A
Mo SIS B SRR B A - Bk 52 Bk szt s
ATLLRAREZAE A - HoBAIRE 2 753 A TEA - BOI5 2  EHAKH
MATERR - aX B AR R E A (ErTRER 3R BAFE
ME - B LAl A (BanES) 608 B ABEEREZ) - Kt
AR SR I P B AT i P R A (B ST AS S 7 B SR S T
R AT A GEI @A DB AR T B IER BRI R B 545 DU
PSR BB S EME AE TR 22 - (B 8 R ba TR R 5 Bl
A E A SRR A A HBUN S 2 - &iEnE - [KIbE
JE ST A] 9

166 United States v. Freitas, 800 F.2d 1451, 1456 (9th Cir. 1986); United States v. Villegas,
899 F.2d 1324, 1337 (2d Cir. 1990).

167 United States v. Payton, 573 F.3d 859, 861-62 (9th Cir. 2009).

168 ACLU, supra note 41, at 24.

169 See FED. R. CRIM. P. 41(f)(1)(C); THoMmPSON II, supra note 7, at 10.
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Sigh > TEESERN ) KU WS SRR RAIZE 41 R(DGBUE - 4K
BIREE LB - IR BINEBRCSkiRE - (RS > fHRIBAR
HIBUE - ZEWTEATT - RIMAEHHEFIE R B F &% - HEFFRER] - 8
FPE TR REE AN REANE R ~ B R R kil LR AR
R - LA AL e E T E A - AR R AR S
IR Ry o T - I AESSE AN BUE - AT LITESERE b E iR B 54
DIFEH R TR M pE S RAM FRERE D e i SR IR R
HbeR AL AR L REIREET ] R B LSS DIARE R N E B AR ik
AR TSR Tkt i 1 DI B B MECE R R R EE R RE T .2
B2 o [RIL  ZREIPT - 22 HAERBAEAEESR ~ {IFRd e
Rt se IR T A A BRI A IREETS SR AT EIRF R S2425R ~ 114
P EERESRE AR AR - A5 DHE H R SRR R R RE )0 SR
Hak o 8 > MEEHERFAEH - U EFE R -

(€) &

IS SRR AR A E R P AR SR P I R I TSR ~ 4
RESEGEAT A ERER - HERBIN EAF - MFIRANIREEZ R Ewt R
AR ZEBRZZE R » (L& 25 S EIRE R b IOHE TR R AR B
EHER] > ST AL AIRER - 2 R AR P R A A i AL B T
5 TR ) R st — R E O EEERE S IR > LLEATEIN
e WA st TR BB Rl RS L RTBIAESE - FE L fEHSEED > (HER
B KRB B R T T IR - $HENE (B R - B AN BRR AR R T

170 See Fep. R. CRIM. P. 41(f)(3) (“(3) Delayed Notice. Upon the government's request, a
magistrate judge—or if authorized by Rule 41(b), a judge of a state court of record—
may delay any notice required by this rule if the delay is authorized by statute.”).

171 ACLU, supra note 41, at 24-25.

172 United States v. Leon, 468 U.S. 897 (1984).
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The Norm of Government Remote Access to Search:
A Normative Perspective of Taiwanese law

Tzu-Te Wen®

Abstract

Computer technology today provides criminals with the ability to cloak
themselves in the dark web, where, with their true identities and locations
concealed, they are more emboldened and freer to commit their crimes. This new
trend, referred to as “Going Dark”, impedes government efforts to track criminals,
identify their true locations, and collect evidence of their criminal activity. Thus,
in 2016, the United States Federal Rules of Criminal Procedure were amended to
allow law enforcement to remotely access and search a target's computer or
electronic storage media where the media or information has been concealed
through technological means. This new amendment allows the government to
"hack" into the suspect's electronic devices in order to determine identity and
location, as well as to search the content of the devices.

This article will analyze this "remote access to search" amendment to the
Federal Rules of Criminal Procedure. Additionally, we will seek to illustrate the
constitutionality of remote access to search from a U.S. Constitutional perspective.
The United States federal courts’ prevailing opinions hold that the "remote access
to search™ qualifies as a constitutional search, and is thus confined by the
requirements of the United States Fourth Amendment. As a result, the remote
access to search amendment could be a legislative model for Taiwanese criminal
procedure, as we are facing the same types of problems during our investigations.
Eventually, this article could help to provide a basic structure for new law,
including warrant requirements, particularity requirements, minimization
principle, the requirement to have exhausted all other investigative techniques,
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warrant execution period, reasonable efforts to give notice requirement, receipt for

information seized or copied, delayed notice, the ex post judicial review, the

exclusionary rule of evidence if the application procedure violated the warrant

requirements, that both serve the needed public interest and protect the rights of

our citizens.

Keywords: Remote access to search, darknet, government hacking,
particularity of a warrant, botnet malware



